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Hacrosimue TpeGoBanust pa3paboTaHbl B COOTBETCTBUH C

®enepansubiM - 3akonom PD N  149-®3  «O6 wundopmanmy,
MHPOPMAIMOHHBIX TEXHOJIOTHAX W O 3amure HHQOpMamum» OT
27.07.2006;

®enepanbHbM 3akoHOM PD Ne 152-03 «O nepcoHanbHBIX JaHHBIX» OT
27.07.2006;

[Ipukaz ®CTOK Poccuu or 18.02.2013 N 21 "OG yrBepxaeHUH
CocraBa W COJEpXKaHUS OPTraHM3alMOHHBIX M TEXHHYECKMX Mep IIO
obecrieyeHn0  0e30MacHOCTH  IEpPCOHANBHBIX JAaHHBIX IIPU KX
06paboTke B MH(YOPMALKOHHBIX CHCTEMax IePCOHANBHbIX JIaHHBIX"

«Tpe6GoBaHUAMHE K 3allUTe IIEPCOHATBHBIX JAHHBIX IPH UX 00paboTke B
UHPOPMALMOHHBIX CHCTEMAX IePCOHANBHBIX IAaHHBIX», (yTBEPIK/IECHBI
IMocranosnenueM [pasurenscrea PO 01.11.2012 Ne 1119);

«ITepeuHeM Mep, HalpaBlIe€HHBIX Ha OOeclleYyeHHe BBITONHEHHUS
006s3aHHOCTEH, TNpeaycMOTpeHHbIX — DemepanbHbIM — 3aKoHOM  «O
IIePCOHAIBHBIX JIAHHBIX» M IPHHATBIMA B COOTBETCTBUH C HUM
HOPMATUBHBIMH IIPABOBBIMH aKTaMHM, OIEPaTOPaMH, SBIISIOLIHMHUCS
roCy/IapCTBEHHBIME WM MyHUI[MNAJIHBIME OpraHamm», (yTBEpXIEH
IToctanosinenuem IIpaBurensctsa PO 21.03.2012 Ne 211);

«[TonoxxenreM 06 0cobeHHOCTAX 00pabOTKH NEepCOHANBHBIX JaHHBIX,
OCyIIEeCTBIIsIeMO 0e3 MCIIONb30BaHHMA CPEJCTB  ABTOMATU3ALHUW,
(yrBepkmeno Ilocranosienwem IlpaButensctBa PO 15.09.2008
Ne 687);

«TpeGoBaHUsAMH K MarepHaTbHBIM HOCHTEAM OUOMETPUYECKHX
[EPCOHAJILHBIX JaHHBIX U TEXHOJOTHAM XPaHEHUsS TAaKUX TaHHBIX BHE
HHPOPMALMOHHBIX CHCTEM IEPCOHATBHBIX JIAHHBIX», (yTBEPIKIECHBI
IMTocranosnenueM [IpasurensctBa PO 06.07.2008 Ne 512);

«TunoBeIMH  TpeOOBaHUSMM II0 OpraHM3aMUd M OOECHEYCHHUIO
(GyHKIMOHUPOBAHHS IUU(PPOBAIBHBIX (KPHITOrpahuIecKuX) CpeiCTB
NpeNHa3sHAYEHHBIX U 3alUThl MH(OpPMalMy, He COzepiKallei
CBEJIEHHH, COCTaBISIIOIIMX TOCYAapCTBEHHYIO TaiiHy, B Clly4ae HX
MCIIONB30BaHMs ISl ofecredeHuss O€30IacCHOCTH  IIEPCOHAIBHBIX
JNaHHBIX TpH HUX o0paboTke B HHOOPMALMOHHBIX  CHCTEMax
IIepCOHANIBHBIX JaHHBIX», yTBepXkaeHHble PykosoactBom 8 IleHTpa
®CB 21.02.2008 Ne 149/6/6-622,

B KOTOPBIX YCTAHOBJIEHBI METOJBI M CHOCOOBI 3allUThl HH(pOPMALMH,
prMeHsieMble Ut obecriedeHus: 6e30IacHOCTH MePCOHATIBHBIX JIaHHBIX TIPH
ux oOpaboTke B MH(OPMAIMOHHBIX CHUCTEMaxX IIEPCOHANIBHBIX JaHHBIX
roCy1apCTBEHHBIMH opraHamy, MyHHUIATIIbHBIMH OpraHaMmy,
IOPUIMUECKAME MM (DU3HYECKUMHU JIHIAMH, OPraHM3YIOIMMH U (WiH)
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OCYINECTBISIIOIMMU  00pabOTKY MEepCOHANBHBIX JaHHBIX, a Takxke
OIIpe/IeNISIIOIMME e U coziepkaHue o0pabOoTKM NEPCOHAIBHBIX JIaHHBIX
(manmee — omeparop), WM JIMIOM, KOTOPOMY Ha OCHOBaHHM JOTOBOpa
omeparop Hopy4aer o0pabOTKy IepCOHAIbHBIX JaHHBIX (Jamee —
YIIOTHOMOYEHHOE JIUIIO).

1.2. K meromam m cmoco0aM 3alIUTBIMH(MOPMALUHN, NPUMEHSAEMBIM JIIs
obecrieuennss 6Ge30MaCHOCTH IEPCOHANBHBIX JAHHBIX IpU HX o00paboTke B
WH()OPMAIIMOHHBIX CHCTEMaX ITePCOHANBHBIX JAHHBIXOTHOCATC:

e MeTOAsl M CIOCOOBI  3am|Thl  HH(pOpMamuH, o0pabaTsiBaeMOil
TEXHUYECKUMHU  CpPeJCTBaMU  HMH(POPMALIUOHHOM  CHUCTEMBI,  OT
HECAHKIIMOHMPOBAHHOIO, B TOM 4HCNe, CIydailHOro, JOCTYyIIa,
pe3yJbTaTOM KOTOPOTO MOJXKET CTaTh YHHYTOXKEHHE, H3MEHEHHE,
OJIOKMpOBaHKe, KOMUPOBAHKE, PACIIpOCTpaHeHne HHHOPMAIUH, a TaKxKe
MHBIX HECAaHKIMOHUPOBAHHBIX NEUCTBUIN (J1ajiee —METOIbI M CIIOCOOBI
3anUThl UHPOPMALIUHU OT HECAHKIIMOHUPOBAHHOI'O JIOCTYTIA);

e METOABl W CIIOCOOBI 3allUTHl pe4yeBOM MHGOpPMAIMM, a TakKKe
uH(OpMAIHH, IPEICTABICHHON B BU/Ie HHOOPMATHBHBIX JIEKTPHIECKUX
CUTHAJIOB, (U3MYECKUX TII0NIeH, OT HECAaHKUHMOHHMPOBAHHOIO JOCTYIIA,
pe3yJbTaTOM KOTOPOTO MOXKET CTaTh KOIHPOBAaHME, PACIPOCTPAHEHHUE
UHPOPMAIIHH, a TAK)Ke HWHBIX HECAaHKIIMOHUPOBAHHBIX JISHCTBUH (Jaee —
METOJ(BI U CIIOCOOBI 3aIUTHl UHPOPMAIMU OT YTEUKU 110 TeXHHYECKUM
KaHajxam).

1.3. Jlns BeIOOpa ¥ pealuM3alldi METOJAOB M  CIIOCOOOB  3alUTHI
uH(OpMAIMK B HH(GOPMAIIMOHHBIX CHCTEMaX NEepCOHAIBHBIX JaHHBIXOIIEPaTOPOM
WIH YIIOJHOMOYEHHBIM JIMIIOM MOKET HAa3HA4aThCsl CTPYKTYpPHOE IOJpaselieHne
WM JIOJDKHOCTHOE Jiiilo (pabOTHHMK), OTBETCTBEHHBIE 3a oObecredeHue
0€e30IacHOCTH IEePCOHAIBHBIX NaHHBIX. [ BeIOOpa M peanu3allid METOLOB U
Croco0oB 3amuTh UHGOpPMAIUMU B MHYOPMAIMOHHBIX CHCTEMAX IEPCOHAILHBIX
JIAHHBIX MOXKET IIPUBIICKATHCS OpraHU3alus, HMeromas o(OpPMICHHYIO B
YCTAQHOBJIEHHOM TMOPSAKE JIMIEH3HI0O Ha OCYIIECTBIICHHE JAEATENBHOCTH II0
TEXHUYECKOH 3a1uTe KOHPUICHIMATEHON nHpOpMaIyy.

1.4. BpIiOOp ¥ peanuzaiys METOJOB U CIIOCOOOB 3aIIUTH MHOOPMALUU B
NCTTIHoCcymecTBIseTCSA Ha OCHOBE onpeaesseMbIX OIIepaToOpoOM
(YIOJTHOMOYEHHBIM JIAIIOM) Yrpo3 0€30II1aCHOCTH NePCOHANBHBIX AaHHBIX (MOJEIN
yrpo3) ¥ B 3aBUCHUMOCTH OT YPOBHS 3alUIIEHHOCTH IE€PCOHAIBHBIX IAHHBIX,
oOpabarsiBaeMbIX ~ BHH()OPMAIlMOHHBIX CHUCTEMax IE€PCOHAIBHBIX JaHHBIX,
OIIPE/IEICHHOr0 B COOTBETCTBHU ¢ «TpeboBaHUSMH K 3allUTe INEepCOHAIBHBIX
IaHHBIX TPH KX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMAax IIEePCOHAIBHBIX
nauubix», (yrBepkuenbl [locranosinenwem IlpaBurenscrBa P®  01.11.2012
Ne 1119).

1.5. BsiOpaHHBIE M peaJH30BaHHbIE METOABI K CIOCOOBI 3aIHThI
uHOpMaIMd B HMHPOPMAIIMOHHBIX CHCTEMaxX II€PCOHAIBHBIX JaHHBIXOJDKHEI




obecreunBaTh  HelTpanmsarmo OpEeANoiaraeMelX  yrpo3  0e30IacHOCTH
TIEPCOHANEHBIX JAHHBIX MHPH MX 0OpaGoTKe B MH(POPMAIHOHHBIX CHCTEMax
TICpCOHANBHBIX NaHHBIXB COCTABE CO3/[aBaEMOil OIEepaTopoM (YHOIHOMOYEHHBIM
JIHLOM) CHCTEMBI 3aIUTHI IePCOHANBHBIX JaHHBIX.




2, O6mue TpeGoBanus no samure HHpopmanun

2.1.  Obnanarens undopmammmy, OIepaTop WHMOPMAIMOHHON CHCTEMBI B
CIyHqasX, yCTaHOBICHHBIX 3aKOHOAATEIbCTBOM Poccuiickoii Denepanyu, 06s3aHbI
obecrequTs:

1) nmpenorspamenue HECAHKIHOHUPOBAHHOTO JIOCTYNa K UH(OpMAnuu u
(wnmm) mepemaum ee nmuam, mHe HUMEIOIMM [paBa Ha JOCTYyNl K
uH(pOpMaIUH;

2) cBoeBpeMeHHOE OGHAPyKeHHE BaKTOB HECAHKIMOHUPOBAHHOTO JI0CTYyIIa
K MH(OpMAaIuw;

3) mpemympexieHHe  BO3MOKHOCTH HEOJIArONPHATHBIX  MOCIIECTRY
HapyIIeHNUs MOPs/KA 0CTyIIa K HHPOPMAIAK;

4) HelONyINeHHe BO3NEHCTBHS HA TeXHUYECKHE cpezcTBa  00pabOTKH
MHOOpMAllMH, B pe3yibTare KOTOpOro  Hapymaercss  wux
(QyHKIHOHMpOBaHHE;

5) BO3MOXHOCTh He3aMeHTENBHOTO  BOCCTAHOBICHHS uHbOpMaIHH,
MO GUITHPOBAHHOIH 150051 YHHYTO)XXEHHOMR BCJIEJICTBHE
HECaHKIMOHUPOBAHHOTIO JIOCTYIIA K HEif;

6) IOCTOSHHEIA KOHTPONb 3a obecreuenuem YPOBHS  3aIUIIIEHHOCTH
uH(opMarmu.

3. TpeGoBauuss K oneparopy mno ofecneYyeHHI0 (Ge30MACHOCTH
NEpPCOHATBLHBIX AaHHBIX IIPH UX cGope H 06paboTke

Obs3ann0cTH OnepaTopa npu cGope NEPCOHAJIBHBIX JAHHBIX

3.1. Tlpu cGope mepcoOHATBHBIX MAHHBIX orepaTop 00s3aH MpPeNOCTaBUTH
CYOBEKTY MepCOHATBHBIX JAHHBIX [0 610 IPocBOe CIIeYIONTYI0 HHPOPMALIHIO:

1) moxrepxnenue pakra o6paGoTku IIEPCOHAIIBHBIX JaHHAIX ONIEPATOPOM;
2) mpaBOBBIE OCHOBAHMS U LETH 06PaGOTKH HEPCOHANBHBIX JaHHBIX;

3) Lenu u npUMeHsieMble ONIepaTOpoOM CrocoObl 06paGOTKH MEPCOHALHBIX
JIaHHBIX;

4) HaMMEHOBAHUE M MECTO HAXOXKICHHS OnepaTopa, CBeIeH s O Jiuuax (3a
HCKIIFOYCHHEM PabOTHHKOB OIEpaTopa), KOTOPhIE HMEROT JOCTYIT K
TICPCOHANLHBIM ~ TAHHBIM ~ MJIH  KOTOPBHIM ~ MOTYT OBITh  PACKDBITEI
TICPCOHANILHBIC NaHHBIE HA OCHOBAHHMH JIOrOBOPA C ONEPATOPOM MM Ha
OCHOBaHMH (eIepaIbHOTO 3aKOHA;

5) obpaGartkiBaeMble  mepcoHabHEIE JlaHHBIe,  OTHOCSINMEeCH K
COOTBETCTBYIOIIEMY CYOBEKTY NEPCOHANBHBIX NAHHBIX, MCTOYHHK HX
TIOJIyYCHHS, €CIM MHOM IOPAJOK IPEACTaBIEHHS TAKUX JAaHHBIX He
IPelyCMOTPEH (e/lepaIbHBIM 3aKOHOM;




6) cpoku 06pabOTKH TepcoHANBHBIX A@HHBIX, B TOM YKCIIE CPOKH HX
XpaHEHHUS;

7) NOPSIOK OCYINECTBIEHHS CyOHeKTOM II€PCOHAJIBHBIX IaHHBIX IpaB,
IpenycMOTpeHHbIX  DenepanbHbiM  3aKkoHOM  «O IIEPCOHANBHBIX
JAHHBIX»);

8) mHdopMamuio 06  OCYUIECTBICHHON  MTH 0  ImpenmnoJiaraeMoit
TPAHCIPaHUYHOM Nepe/iave JaHHBIX;

9) HanmvenoBaHHe WM ammHIO, UMs, OTYECTBO M ajpec JHIa,
OCYIIECTBIIAIONIEro 00paboTKy MepcOHANBHBIX MaHHBIX 110 HOPYYEHHIO
oreparopa, eciu o0paboTka mopydeHa wim Gymer IIOpyY€eHa TaKoMy
JHITy;

10) nuble  cBesmenus, npemycmMoTpeHHEIE DenepanbHbIM - 3aK0HOM — «O
IEPCOHANBHBIX IAHHBIX)» MM IPYTUMH (e/lepaTbHBIMH 3aKOHAMH.

3.2. Ecmm  upepocTaBienue IIEPCOHANIBHBIX ~ J@HHBIX  SIBIISETCS
0053aTeIbHBIM B COOTBETCTBHH ¢ (enepanbHbIM 3aKOHOM, oOmepaTop o6s3aH
PasBACHATE CYOBEKTY MEPCOHANBHBIX TAHHBIX IOPUIUYECKHE IIOCJIE/ICTBUS OTKa3a
[IPEIOCTABUTh €I0 NePCOHANBHEIE JaHHBIE.

3.3. Ecim mepcoHalbHBIE —jaHHBIE IOJNy4YeHBl He OT CcyObhekTa
IEPCOHANBHBIX IAHHBIX, ONEPATOP, 32 HCKIIOYEHHEM CIIy4aes, Py CMOTPEHHBIX
1. 3.4, o Hayana 06PaGOTKA TAKUX MePCOHANBHBIX JAHHBIX 00A3aH IPEIOCTABUTE
CYOBEKTY IIepCOHANBHEIX JAHHBIX CIIETYIOIIYIO HH(BOPMAIHIO:

1) HaumenoBamme mu6O (GaMuIAs, UMS, OTYECTBO U aJipec oreparopa Hix
€T0 IPEe/ICTABUTELS;

2) uenmb 0O6paGOTKM MEPCOHANBHBIX TAHHBIX U e IIPaBOBOE OCHOBAHME;
3) mnpexpmonaraeMele MOIB30BATEIH [IEPCOHATBHBIX JTAaHHBIX;

4) yCTaHOBIIEHHBIE HACTOSIIUM DeJlepallbHBIM 3aKOHOM NpaBa CyGBEKTa
NIePCOHANIBHBIX TAHHBIX;

5) HMCTOYHHK IIOJlyYeHHs TIePCOHANBHBIX NAHHBIX.

3.4. Oneparop 0cBOGOXmaeTcst OT 06I3aHHOCTH IPEIOCTABUThL CyOBEKTY
TICPCOHATILHBIX TAHHBIX CBE/ICHHS, [IPEYCMOTPEHHEIE I1. 3.3, B CIly4asx, eciiu:

1) cyOBeKkT mepCOHaNbHBIX JAHHBIX yBeIOMIIeH 00 OCyILIECTBIECHUH
00pabOTKH €ro MepCOHANBHBIX JAHHBIX COOTBETCTBYIOIIM OIIEPATOPOM;

2) NEPCOHAJIBHBIE JIaHHEIE TIOJTY4YE€HBI OIIEpaTOpOM Ha OCHOBaHHUU
(benepanLHom 3aKOHA UJIM B CBSI3U C UCIIOJIHEHUEM AOT0BOpa, CTOpOHOﬁ
KOTOporo 0o BLIFO,IIOHPI/IO6peTaTCHeM MM TIOPYYHUTEIIEM IIO
KOTOPOMY SIBIISIETCSA Cy6’beKT IIEPCOHAIBHBIX TaHHBIX;

3) mHepcoHaNbHBIE JAHHBIC CIENAHbI OOLIENOCTYIHBIME ~ CYOBEKTOM
TICpCOHATLHBIX TAHHBIX WK TIOIYYCHBI U3 OOINEAOCTYIIHOTO HCTOYHHKA,




4) omepatop ocymectBiser 00paboTKy IepCOHABHBIX aHHBIX JUist

5)

CTaTUCTHYECKMX WM  HHBIX  HCCIEN0BATEIIbCKHUX uened, s
OCYIIECTBICHUS MPODECCHOHANHLHON HeATeIBHOCTH XKypHaJIUCTa JIHOO
HAYYHOH, JINTEPaTypPHOH HIIK HHOH TBOpYECKO# ACATEIBHOCTH, €CIIU [PH
9TOM HE HapylIalOTCS NpaBa U 3aKOHHBIE HHTEPECHl CyOBheKTa
IIEPCOHABHBIX JAHHEIX;

IIpCIOCTAaBIICHHE  CYOBEKTY  IEpPCOHANBHBIX  JMAHHBIX CBEJICHUH,
IIpEyCMOTPEHHBIX M. 3.3, HapyllaeT mpaBa W 3aKOHHBIE HHTEPECHI
TPEThUX JIUILI.

Obecnevenne somonmenns oneparopom 00sI3aHHOCTEI, NPeyCMOTPEHHBIX

38,

(I)ellepaﬂbHLIM 3aK0HOM «O IEPCOHANBHBIX JAaHHBIX)

Oneparop o6s3an [IPUHAMATh MEpbI, HEOOXOAUMEIE U JIOCTATOYHbIE

It obecriedeH sl BBINONTHEHHUS] 00513aHHOCTEH, IpeTyCMOTPEHHBIX DenepanbHbIM
3aKOHOM «O NepcOHANBHBIX NAHHBIX» U IIPUHSATBIMH B COOTBETCTBHH C HHM
HOPMATHBHBIMH TIPaBOBBIMH akTaMi. OmepaTtop caMocTOSTENbHO orpeesieT
COCTaB M TepeveHb Mep, HEOOXONMMBIX M JOCTATOYHBIX JUI OGECHeYeHHs
BBIIIOJHEHUS  OOS3aHHOCTEH, IPEyCMOTPEHHBIX DenepanbHbiM - 3aKk0HOMKO
IICPCOHATBHBIX JAHHBIX» U IPHHATHEIMH B COOTBETCTBUH C HUM HOPMaTHBHEIMH
TPaBOBLIMU aKTaMH, €CIIM HHOE He mpefycMoTpero denepanbHbIM 3aK0HOM «O
[IEPCOHATIPHBIX NAHHBIX» HIIH IPYIUMH (heepanbHBIMH 3aKkoHaMi. K Takim Mepam
MOT'YT, B YaCTHOCTH, OTHOCHThCS:

)

2)

3)

4)

3)

HazHayeHue OIIEPATOPOM,  SABIISTFOILIUMCS IOPHIUYECKUM  JIAIIOM,
OTBETCTBEHHOTI'O 3a OpraHu3aruro O6pa6OTKI/I NEPCOHAIIBHBIX NJaHHBIX;

M3MaHUE  ONEpaTOpOM,  SABISIOIMMCS  IOPHAWYECKAM  JIHALIOM,
AOKYMEHTOB, ONPENEIAIOUX MOIUTHKY ONepatopa B OTHOIICHUH
00pabOTKH MepPCOHANBHBIX JAHHBIX, JOKANBHBIX AKTOB IO BOIIpOCaM
00pabOTKH MEepCOHANBHEIX JAHHBIX, A TaKKe JIOKATBHEIX aKTOB,
YCTaHABIMBAIOIIMX NPOUEYPBI, HAPABIEHHbIE HA MIPEIOTBPAIICHHE H
BBISIBIICHHE HApYIICHHM 3aKOHOIATebCeTBA PoccHiicKoi Denepanumy,
YCTPaHEHHUE MOCIIS/ICTBUI TaKUX HAPYIIEHUIA;

[IPUMEHEHHE TMPABOBBIX, OPraHW3ALMOHHBIX M TEXHUYECKUX Mep o
obecrniedeHnro 6e30MacHOCTH IIEPCOHAIBHBIX JaHHBIX B COOTBETCTBHYU CO
m. 3.9-3.19;

OCYIICCTBICHUC BHYTPEHHETO KOHTPOINS U (WJIM) ayJUTa COOTBETCTBHS
00pabOTKH MEpCOHANBHBIX  JAHHBIX DenepanbHOMy  3aKkoHY «O
[EPCOHATIBHBIX JTAHHBIX» M TPHHATEIM B COOTBETCTBHH C HHM
HOPMAaTHBHBIM  TIDaBOBBIM  aKTaM, TpeGOBaHMAM K  3aluTe
IEpCOHATLHBIX IaHHBIX, IIONMTHKE ONEPAToOpa B OTHOLIEHHH 06paGoTKH
TIepCOHAILHBIX IAHHBIX, JIOKATBHEIM aKTaM OIEepaTopa;

OLCHKA Bpefa, KOTOPBIH MOXeT ObITh NpUYMHEH CyGBEKTaM
TIEPCOHANIBHBIX AHHBIX B ClIyyae Hapymenus QenepansHoro 3akona «O
NIEPCOHANBHBIX  JIAHHBIX», ~COOTHOIIEHHE YKAa3aHHOrO Bpeia W




TIPUHMMACMBIX  OIIEPaTOPOM MEp, HANpABJICHHBIX HA ObecreueHue
BBIIIOJIHEHHS 00S3aHHOCTEH, [IPeTyCMOTPEHHBIX DenepanbHbIM 3aKOHOM
«O mepcoHaNbHBIX JAHHBIX;

6) o3HaKOMIIEHME pabOTHHKOB omeparopa, HEIOCPEICTBEHHO
OCYIIECTBIIIIOMMUX 00paboTKy IepPCOHATBHBIX JAHHBIX, ¢ HONOKCHHSIME
3aKoHozxaTenbcTBa Poceniickoi Menepanuu o mepcoHambHbIX JIaHHBIX, B
TOM 4HUCe TPEOOBAHMAMM K 3alUTe IIEPCOHATBHBIX JIaHHBIX,
AOKYMEHTaMH, ONPEACISIONMME TONHTHKY ONEpaTopa B OTHOIICHHH
00paGOTKU MePCOHAIBHBIX JAHHBIX, JTOKATbHBIMYA AKTAMH IO BOIIpOCaM
00paGOTKM IHepCOHANBHBIX JAHHBIX, M (umn) obydeHwe ykazaHHbBIX
pPabOTHHKOB.

3.6. Omeparop 06s3aH ONy6GIUKOBATH MM HHBIM obpa3oM obecrequTs
HEOTPaHMYEHHBIH JOCTYII K JOKYMEHTY, ONpEIeNsIOEeMy ero NIOJIUTUKY B
OTHOUICHHH OOpabOTKM NEePCOHANBHBIX JAHHBIX, K CBEICHHSM O peanu3yempIx
TpeOOBAHHUAX K 3alUTE MepPCOHANBHBIX NAHHBIX. Onepatop, ocymecTBasonmii
cOOp  NMepCOHANBHBIX  JAHHBIX ¢  HCHONBb30BAHHEM HUH(OpMaHOHHO-
TEIICKOMMYHUKAIIMOHHBIX CeTed, 00s3aH OIy6IuKoBaTE B COOTBETCTBYIOIIEH
MH(pOPMAIHOHHO-TEIEKOMMYHHKAIHOHHON CeTH JIOKYMEHT, OIPEIENSIONHH ero
TIOJITHKY B OTHOMIEHUH OOPaGOTKH IepCOHANBHBIX JAHHBIX, U CBEJICHHS O
peanusyeMblX TpeOOBaHHAX K 3alllATe HMePCOHATBHBIX JIaHHBIX, a TakKxKe
06ecneynTh BO3MOXKHOCTh JIOCTYIIA K YKa3aHHOMY JJOKYMEHTY C HCIIOJb30BaHHEM
CPEACTB COOTBETCTBYIOLICH HH()OPMALHOHHO-TEIEKOMMYHUKALMOHHOM CETH.

3.7. IlpaeurensctBo Poccmiickoit Penepanyuu YCTaHaBIMBAET IepeYeHb
MEp,  HaUpaBIeHHBIX ~ Ha  OOeCleYeHHE  BBINOJHEHHSA  OOs3aHHOCTE,
MPEYCMOTPEeHHBIX DeslepanbHBIM  3aKOHOM «O TIEPCOHANBHBIX JMAHHBIXY W
NIPHHATBIMM - B COOTBETCTBUM C HHM HOPMATHUBHBIMH IIPABOBBIMH aKTaMH,
ONEpaTOpamMy, — sIBISIOIMMMHCSA — IOCYJapCTBEHHBIMH HJIM  MYHHIHIIATbHBIMH
OpraHaMu.

3.8. Omneparop o0s3aH IpenCTABHUTH NOKYMEHTBl U JIOKaJbHBIE AaKThI,
yKasaHHble B IL 3.5, ¥ (WIM) HMHBIM OOpa3oM IOATBEPIUTEH IIPHHATHE Mep,
YKa3aHHBIX B IL 3.5, IO 3aIpoCy YNOJHOMOYEHHOIO oprasHa Io 3aiure IpaB
CyOBEKTOB MEPCOHAIBHBIX JTAHHBIX.

Obecneyenne 6e30MacHOCTH TePCOHATLHBIX AAHHBIX npHu ux o6padorke

3.9.  Omneparop npu 06paGoTKe MepCOHATBHBIX JAHHBIX 00s3aH NIPUHUMATH
HeOOXO/[MMBIe IIPABOBBIE, OPraHU3ALMOHHBIE M TEXHUUCCKUE MEphl MK
obecrieunBaTh HMX NPUHATHE JUIS  3aI(UTHI NIEPCOHANILHBIX ~ JaHHBIX OT
HCIPaBOMEPHOT0 WM CJIy4alHOTO JOCTYNa K HHM, YHHYTOXKEHHS, M3MEHEHWS,
0110KMpOBaHHs, KONMPOBAHHS, TIPEIOCTABIICHHS, PacnpoCTpaHeHus IepCOHATBHEIX
AQHHBIX, a TaKXe OT HHBIX HENPaBOMEPHBIX JEHCTBUH B OTHOIIEHUU
IIEPCOHANIBHBIX JIAHHEIX.

3.10. Ob6ecneuenve 6e30MacHOCTH NIEPCOHAIBHEIX JAaHHBIX JIOCTUIAeTCs, B
YaCTHOCTH:




1)

2)

3)
4)
S)
6)
7)

8)

9

ONpPE/ICICHHEM yrpo3 0€30IaCHOCTH IepPCOHANBHBIX JAHHBIX IOph UXx
06paboTke B HHPOPMAIMOHHBIX CHCTEMAX NIEPCOHAJIBHBIX JaHHBIX;

IIPUMCHCHHEM OPraHM3ALMOHHBIX U TEXHUYECKUX Mep 110 06ecreueHuio
0€e30macHOCTH  MEepCOHANBHBIX  JAHHBIX npd  ux obpaboTke B
MH(OPMALHOHHBIX CHCTEMaX MEPCOHATBHBIX AHHBIX, HEOOXOIUMBIX
AT BBUIONHEHHA TpeOOBaHMH K 3allUTe NEPCOHANBHBIX JAHHBIX,
VICTIOJIHEHUE KOTOPBIX OOECIevYnBaeT yCTaHOBJIEHHBIE IIpaBuTenscTBOM
Poccuiickoif ®enepannu ypoBHH 3alMIIEHHOCTH NIEPCOHATIBHBIX
JIaHHBIX;

NPUMEHCHHEM MPOIIEIMX B YCTAHOBIEHHOM IIOPS/KE IPOLELYPY
OLEHKU COOTBETCTBHUS CPEJICTB 3aIUTHI HHPOPMAIIUH;

OLEHKOH S(Q(QEKTHBHOCTH NPHHUMAEMBIX Mep M0 0GeCcHeyeHHo
0e30MmacHOCTH IEpPCOHANBHEIX JAHHBIX 0 BBOJA B SKCILTyaTaIUI0
MHGDOPMAIMOHHOM CHCTEMBI IEPCOHATBHBIX JAHHBIX;

Y4ETOM MalIUHHBIX HOCUTEIIEH IICPCOHATIBHBIX NJAaHHBIX;

obHapyxeHneM  (JaKTOB  HECAHKIMOHHPOBAHHOTO JOCTynma K
NEePCOHAIBHBIM JaHHBIM H IIPUHSATHEM MEp;

BOCCTAaHOBJICHUEM MEPCOHAIIBLHBIX JaHHBIX, MO,ZII/I(i)PIHI/IpOBaHHBIX I
YHHUYTOXXCHHBIX BCJICICTBUE HECaHKIIMOHHUPOBAHHOI'O A0CTYyIla K HUM,

YCTAQHOBJICHHEM  TPaBWJI  JOCTya K II€PCOHAIBHBIM  JaHHBIM,
00pabaTeiBaeMbIM B HH(OPMAIMOHHONW  CHCTEMe [IEPCOHATIBHBIX
JaHHBIX, a TaKoKe 00ecreyeHneM PEeruCTpalMy U ydeTa BCeX JIeHCTBHiA,
COBEpPUIAEMBIX C MEPCOHAIBHBIMU JIAHHBIME B MH()OPMAIHOHHOMN
CHCTEME MePCOHAIBHBIX JIaHHBIX;

KOHTPOJIEM 3a IIPUHHUMAEMbIMUA MEpaMHu 110 obecrieueHnio 6E30I1aCHOCTH
IIEPCOHAJIBHBIX HNAHHBIX H YPOBHA 3alIHIIICHHOCTH HH(bOpMaI_II/IOHHbIX
CHUCTEM NIEPCOHAIBHBIX JTaHHBIX.

3.11. IlpasutensctBo Poccmiickoit Denepamuyt ¢ yd4eToM BO3MOXKHOIO
BpeJia CyOBEeKTy NePCOHANBHBIX JAHHBIX, 00BeMa U COlepKaHms 00pabaThiBaeMBIX
IIPCOHANBHBIX JIAHHBIX, BHIA IEATENBHOCTH, IPU OCYIICCTBIEHHH KOTOPOTO
00pabaTeIBAIOTCS TIEPCOHAIBHBIE JAHHBIE, AKTYalbHOCTH yrpo3 6Ge3omacHocTa
NIePCOHABHBIX JJAHHBIX YCTAHABIHBAET:

1y

2)

YPOBHH 3aIlUIICHHOCTH IIEPCOHAIBHBIX TaHHBIX npu ux 06pa60T1<e B
IfIH(i)OpMaLII/IOHHBIX CHCTEeMax IEPCOHAIbHBIX JaHHBIX B 3aBUCUMOCTHU OT
yrpos 0e301acHOCTH STUX JaHHBIX;

TpeGOBaHUs K 3alUTe NEPCOHANBHBIX JAHHBIX TIPU HX 00paGoTKe B
MH(QOPMAIMOHHBIX CHCTEeMaX IEPCOHANBHBIX NAHHBIX, HCIIOTHEHHE
KOTOPBIX ~ O0€CHeYHBAeT YCTAHOBJIEHHBIE YPOBHH 3alUIIEHHOCTH
[IEPCOHAJIBHBIX JaHHBIX;
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3) TpeGoBamus k MarepuallbHBIM ~ HOCHTENSAM  GHOMETPHYECKHX
TICPCOHAJIBHBIX NaHHBIX H TEXHONOTHSM XPAaHEHHS TAKMX JAHHBIX BHE
MH(pOPMALMOHHBIX CHCTEM MePCOHATEHBIX NAHHEIX.

3.12. CoctaB wu CONCpIKAHUE  HEOOXOMUMBIX IS BBINONHEHHS
ycranosieHHbIX IIpaBurensctBom Poccmiickoii Deslepanluii B COOTBETCTBHH ¢
1 3.11 tpeGoBanuii k 3ammTe [ICPCOHATBHBIX AHHBIX JUIS KaXJOTO M3 YPOBHENl
SAlIMIICHHOCTH, OPraHM3alMOHHBIX W TEXHHYECKHX Mep 1o obecrnedyeHHro
0€30MaCHOCTH TIEPCOHANBHBIX JAHHBIX IpH MX 00paboTke B WH(OPMAIHOHHBIX
CHCTEMaX MEPCOHANIBHBIX JAaHHBIX YCTAHABIUBAIOTCS ¢enepansHbIM  Opranom
VCTIONIHATENILHOM  BJACTH,  YNOJHOMOYEHHBIM B  OGJIACTH obecrieyenus
OesomacHocTH, W enepaTbHbIM OpraHOM  HCIIONHMTENBHOM  BIacTy,
YIIOJTHOMOY€HHEIM B 00JAaCTH MPOTHBONEHCTBUS TeXHUYECKHUM pasBekamM H
TEXHUIECKOH 3aIIUTEl HHOPMALHH, B IPe/Ieax MX MOIHOMOUMI.

3.13. ®enepanbHble OpraHbl HCHOJHHTEIbHOM BJIaCTH, OCYLIECTBIISIOLINE
(yHKIEYM 110 BEIpaGOTKE TOCYZIapCTBEHHOMN IOJMTUKU W HOPMAaTHBHO-TIPAaBOBOMY
PCTYIMPOBAHUIO B YCTAaHOBJEHHON  cdepe JCSITENILHOCTH,  OpraHbl
TOCYNapCTBEHHON BIIACTH CyOBEeKTOB Poccuiickoii Oenepauun, bank Poccun,
OpTaHBl TOCYapCTBEHHBIX BHEOIO/DKETHBIX (OHIOB, HHBIE roCyJ1TapCTBEHHEBIE
OPTaHBl B Hpe/esaX CBOUX IONHOMOYMH IPUHAMAIOT HOPMATHBHBIE IIPaBOBBIE
dKTBL, B KOTOPBIX OMNpENENAIOT Yrpo3bl Ge30HacHOCTH MepCOHATBHBIX JAHHbIX,
aKTyallbHBIe TIpU 00paboTKe IIepCOHANBHBIX JAHHBIX B UH(OPMAIHOHHBIX
CHCTEMax MepCOHAIBHBIX JNAHHBIX, OKCIUIYaTUPYEMBIX MPH OCYILIECTBIEHUH
COOTBETCTBYIOLMX BH/IOB JIESTEIBHOCTH, C yYETOM COJEpIKAHUS IIEPCOHATILHBIX
AAHHBIX, XapakTepa U Coco60B UX 00paBOTKH.

3.14. Hapsany ¢ yrposamu 6e30macHOCTH NIePCOHANIBHBIX  JTaHHBIX,
ONPEACIICHHEIX B HOPMATHUBHBIX IPABOBBIX aKTaX, NMPHHSATHIX B COOTBETCTBUH C
m.3.13, accomuamuu, CO03BI M HHBIE OOBEIHHCHHS OIIEPaTOPOB CBOUMH
PCIICHUAMI  BIpaBe ONpPEACNHUTh JONOIHUTENbHbIE YIpo3bl 6e30MacHOCTH
TICPCOHANLHBIX NaHHBIX, aKTyallbHbIE TIPH 00pabOTKe NMEepCOHANBHBIX NAHHBIX B
PIH(bOpMaIII/IOHHI)IX CHCTEMax IIepCOHAJIEHBIX AaHHBIX, 31<crmyaTpreMbe npu
OCYIIECTBICHUM  ONpPEJENCHHBIX  BUJIOB  HEATENBHOCTH  WICHAMH  TAKHX
acColMaIMii, COI030B M HHEIX OObeIHHEHUIT OIIEPaTOpPOB, C YYETOM COAEPIKAHHS
TIEPCOHAILHBIX NAHHBIX, XapaKTepa H CIoco0oB nx 06paboTKH.

3.15. TIpoeKTsI HOPMATUBHBIX MPABOBBIX aKTOB, yKa3aHHbIX B 1. 3.13,
TIO/UIEKAT COINACOBaHHIO C (e/lepanbHBIM OpPraHOM HCIIONHHTENbHOI BJIACTH,
YHIOJHOMOYECHHBIM B 00JacTH obecredeHns: 6Ge30macHOCTH, M benepansHBIM
OPraHoM  WCIIOJIHMTEIBHOM  BJACTH,  YINOJHOMOYEHHBIM B  OBJNACTH
IPOTHBOJACHCTBAS ~ TEXHHYECKMM  pa3BefKaM M  TeXHHYECKO: 3aIUTHI
uHpopmarmy. [IpoekTs! pemenmuit, YKa3aHHBIX B I1. 3.14, moJuiexar coriacoBaHmio
¢ (esiepabHEIM OPraHOM HCIOIHUTEBHOIN BJIaCTH, YIOJHOMOYEHHEIM B 00J1acTH
obecrieueHus 6e301aCHOCTH, U (heepatbHBIM OpPraHOM HCIIOJIHUTEIBHON BIIACTH,
YIOJTHOMOYCHHBIM B O00JAaCTH IPOTHBOACHCTBHS TEXHHYCCKUM pasBenKkaM u
TCXHHIECKOH 3aIHThl MH(OPMALMH, B [IOPSJIKE, YCTAHOBICHHOM IIpaBurenscrBoM
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Poccuiickoii Qenepanun. Pemnrenmne dbenepansHOro OpraHa WCHOJHUTEIHLHON
BIACTH,  yNONHOMOYEHHOrO B 06JIACTH  OGeCredeHys Oe3omacHoctH, W
enepanbHOro oprana UCTIONHUTENILHOH BIIACTH, YIIOJIHOMOYEHHOIO B OGIaCTH
IIPOTUBOJEHCTBUSA  TEXHUYECKHAM PasBeIKaM U TEXHHYECKOM  3aIlUThI
uH(OPMAIMH, 06 OTKAa3e B COTIACOBAHMH IIPOCKTOB peINeHHUH, yKa3aHHBIX B II.
3.14, nomkHo GbITH MOTHUBHUPOBAHHBIM.

3.16. Kourpons wu HaZ30p 3a BBHIIOIHEHMEM OpPraHU3AlHOHHBIX WU
TEXHHYECKUX Mep Mo obecreyeHnio Ge30macHOCTH NIEPCOHAIIBHBIX JTAHHBIX,
YCTAaHOBJICHHBIX B COOTBETCTBHH C HaCTOSIIMMIIYHKTOM, TIpH  06paboTke
ICPCOHATIBHBIX NAaHHBIX B  TOCYAapPCTBEHHbIX HH(QOPMALMOHHEIX ~ CHCTEMAax
MEPCOHAIIBHBIX JIaHHBIX OCYLIECTBIISIOTCS dbenepanbHbIM OpraHom
HCTIOJIHUTENIBHOM  BIIACTH,  YNIONHOMOYEHHBIM B  OGJACTH obecrieveHus
OesomacHocty, mu (enepambHBIM  OpraHOM  HCTIONHHTENBHOIN BJIaCTH,
YIOJHOMOYCHHBIM B OOJNACTH IPOTUBOACHCTBHS TEXHUYECKIM pasBekaM
TEXHUYECKOH 3alUTBI HHPOPMALMK, B IpeeiaX HX MOTHOMOUMI u Ge3 mpasa
OSHAKOMIICHHS ~ € MEepCOHANBHBIMA  J[aHHBIMH, oOpabathiBaeMbIMH B
MH(OPMALMOHHBIX CHCTEMAX [EPCOHATBHBIX JIaHHBIX.

3.17. ®enepanbHEIA OpraH MCMONHATEILHOM BJIACTH, YIIOJHOMOYEHHBIA B
obnactu obecreuenus 6e3omacHocty, u (benepanbHbiil opran HCHOTHUTENLHOI
BJIACTH, yIIOIHOMOYEHHBIH B 00JIACTH MPOTHBOXEHCTBHS TeXHIUECKIM pa3Beakam
U TEXHUYECKOM 3allUTHI uH(pOpMaIHy, pemenuem IlpaBurensctBa Poccuiickoit
Qenepallid ¢ y4eToM  3HAYHMOCTH H  comepxanusd  oOpabaTbIBaeMBIX
TICPCOHATIPHBIX NTAHHBIX MOTYT OBITh HaedeHH! MOJTHOMOYHSIMHE 10 KOHTPOJTIO 3a
BBITIOJIHEHUEM  OPTaHU3ALUOHHLIX M TEXHHUYECKUX Mep II0 obecreyeHuro
0e30MacHOCTH MepCOHAIBHBIX AAHHBIX, yCTAHOBJICHHBIX B COOTBETCTBHH C JAHHBIM
IIYHKTOM, TIpH HX 00paboTke B UHOOPMAIHOHHBIX CHCTEMAaX IIEpCOHAJIBHBIX
AQHHBIX,  OKCIUTYyaTHPYeMbIX IPH  OCYIIECTBICHUH OIIPENEIICHHBIX BUIOB
ACATENIBHOCTH M HE  SBIISIOIIUAXCS FOCYTapCTBEHHBIMH ~ MH(OPMALMOHHBIMHI
CACTEMaMH TIEPCOHANBHBIX JIJAHHBIX, 6e3 IpaBa 03HAKOMIICHHS ¢ IIEPCOHATBHBIMHU
JaHHBIMH, 0OpabaThIBAEMBIMH B UHOOPMAIMOHHBIX CHCTEMAX IIEPCOHATBHBIX
JIAaHHBIX.

3.18. HUcnonbzoBanne u XpaHeHHe OHOMETPUYECKHX IePCOHANBHBIX
JQHHBIX BHE HH(DOPMAIMOHHBIX CHCTEM TIEPCOHANIBHBIX  JJAHHBIX MOTYT
OCYIIECTBIIATECSA TONBKO HA TaKHX MaTEPUATBHBIX HOCHTENSX uHpOpMaLKK U ¢
IIPUMCHCHHUEM TaKOW TEXHOJIOTHH €€ XpaHEHH, KOTOpBIE O0ECTIEYNBAIOT 3alIUTY
STUX JaHHBIX OT HENPAaBOMEPHOIO MIM CIYYaifHOro JIOCTYIIa K HHM, HX
YHHATOXKCHUS, U3MEHEHMS, OJNOKMPOBAHHS, KOIMPOBAHKS, IPeI0CTaBICHuS,
pacipocTpaHeHusl.

3.19. Ilox yrposamm 6esomacHocTH IIEPCOHANIBHEIX JAaHHBIX ITOHAMAETCS
COBOKYITHOCTb YCIIOBH# u (axropos, CO3JIAKOIIHNX OIIaCHOCTH
HECAaHKIMOHMPOBAHHOIO, B TOM YHCIE CIyd4allHOTO, JOCTyIa K HEPCOHAIBHBIM
AQHHBIM, PE3YJBTATOM KOTOPOTO MOTYT CTaTh YHHYTOXEHHE, H3MEHEHHe,
0JIOKHpOBaHKe, KOMPOBAHHE, TIpE/IOCTaBlICHUE, PACTIPOCTPAHEHHE TIEPCOHATBHBIX
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AQHHBIX, a TaKKe HHbIE HeIpPaBOMEpHbIE IEHCTBUS opu ux o0paboTke B
HH)OPMAIIMOHHON  cHcTeMe NIEPCOHANBHBIX  fmaHHBIX. Ilon  ypoBHem
3alUMIICHHOCTH MEPCOHANBHBIX JAHHBIX TOHUMAETCS KOMILICKCHELL II0Ka3aTels,
XapaKTepU3yloOmMi  TpeOOBAHUs,  HCIIOJHEHMHE KOTOPEIX  obecreynBaer
HEHTPAIM3AIMIO ONpe/eNleHHBIX YIPo3 6e30MacHOCTH NePCOHALHBIX JAHHBIX MPH
1X 00paboTKe B HHPOPMALHOHHBIX CHCTEMAaX IIEPCOHANIBHBIX JIAHHBIX.

4. TpeGoBanusi k 3ammure NEPCOHANBHBIX JAHHBIX NPH HX 00padoTke B
HH(DOPMALHMOHHEBIX CHCTEMAX IePCOHATBLHBIX AAHHLIX

4.1. Jlna oGecneuenust 4-ro YPOBHS  3aIIUIIEHHOCTH I€PCOHAIBHBIX
AQHHBIX TIpM MX 00paboTke B HHYOPMALMOHHBIX CHCTEMAX HEo0X0IMMO
BBIITOJTHEHUE CIIEYIOIUX TPeOOBAHUIL:

® OpraHMsamus pexuMa obecrieveHus Ge3omacHOCTH TOMeLIeHUH, B
KOTOPBIX pasMelleHa HH(OPMALMOHHAs CHCTEMA, TIPESTCTBYIOMIEro
BO3MOXXHOCTH HEKOHTPOJIUPYEMOTO IPOHUKHOBEHHUS WITH
NPEOBIBAHUS B 3THX [OMEIIEHHSX JIAL], He HMEFOLIHX paBa JI0CTyIa
B 5TH [TOMEIIEHHUS;

e o0ecneyenue COXPaHHOCTU HOCUTENEH NIEPCOHATBHBIX JAHHBIX;

® YTBEPXKJIECHHE PYKOBOJUTEIEM oreparopa JIOKyMEHTa,
ONPEACTISIOMEro NepeeHb JIHLI, JOCTYNl KOTOPHIX K MEePCOHAIBHBIM
A@HHBIM,  0OpabaTbiBaeMbIM B MH(OPMAILHOHHOM cucTeme,
HEOOXOIMM  JUISL  BBINIOJIHEHHWS WMH CIly)KEOHBIX  (TpYIOBEIX)
o0s13aHHOCTEI;

® MWCIOJb30BAHME  CPEJICTB  3AUMTH  MHMOPMALMH, MPOLICIIINX
IIPOIIEypy OLEHKH COOTBETCTBHS TPeOOBaHUSIM 3aKOHONATEIbCTBA
Poccuiickoii ®@eneparnu B o6nactu oGecrieueHns 6e30MaCHOCTH
MHQOPMALMK, B Cllydae, KOTJa IPUMEHEHHWE TAaKHX CpeICTB
HEOOXONMMO /Il HeHTpaH3aluK aKTyabHBIX YIPO3.

4.2.  KOHTpOIB 32 BBINONHEHHEM HACTOSIIHX TpeGoBaHMI OpraHuzyeTcs u
IPOBOZIUTCS ONEPATOPOM (YIIOJIHOMOYEHHBIM JIMIIOM) CAMOCTOSITENHHO U (wm) ¢
[IPUBIICICHUEM Ha JOTOBOPHOW OCHOBE IOPUIMYECKHX JIHI[ W UHJIUBUTyaJTbHEIX
IIpenpuHUMATENIeH, UMEIONIUX JIHICH3MI0 HA OCYIIECTBIICHHE NESTENbHOCTH O
TEXHUYECKOW 3alluTe KOH(UIEHIMATLHOM uH(OpMANHH. YKa3aHHBIH KOHTPOIb
IpOBOZUTCS HE pexe 1 pasa B 3 roma B CPOKH, ompezelseMble OIIepaTopoM
(YIoNTHOMOYEHHBIM JTHIIOM).

S. TpeGopanus K 3amuTe NEPCOHANIBHBIX JAHHBIX npu ux odpaborke Ges
HCIOJIb30BAHHSA CPEJICTB aBTOMATH3ALMH

5.1. O6paborka [IEPCOHATBHBIX JIaHHBIX, COZlepPIKAIIUXCS B
MH(DOPMALMOHHOM CHCTEME NepCOHANBHBIX JAHHBIX JTHOO H3BJIeYeHHEIX M3 TaKoi
CHCTEMBI,  CUMTACTCS  OCYIIECTBICHHOH  0€3  HCIONB30BaHHS  CPELCTB
aBTOMATH3alMy  (HEaBTOMATH3MPOBAHHOM),  eCcM  Takue  JelicTBHS
NIEPCOHATLHBIMU  IAHHBIMH, KaK MCIIOJIb30BAHHE, YTOYHCHHE, PACTIPOCTPAHEHHE,
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YHHUUYTOXEHHUE IIEPCOHANBHBIX JAHHBIX B OTHOIICHHHU KaXXJI0ro us3 Cy6T>eKTOB
II€PCOHANIBLHBIX AQHHBIX, OCYIIECTRBISIOTCS IIpH  HEIOCPENCTBEHHOM ydactum
YEJIOBEKA.

5.2. OOpaboTKa NepCOHANBHBIX NAHHBIX He MOKET OBITH TIpHU3HaHA
OCYIICCTBIIEMOH C HCIONB30BAHHEM CDPEICTB ABTOMATH3AIMM TOIEKO HA TOM
OCHOBAHHH, YTO NePCOHATIbHBIEC NaHHBIE CONEPIKATCS B HHPOPMAMOHHOM CHCTeMe
IICPCOHANLHBIX TaHHBIX JTUOO OBIIM U3BIIEUEHB] U3 Hee.

5.3. IlpaBuma 06pabOTKH MepCOHANBHBIX JIaHHBIX, OCYIIECTBIISIEMOH 0e3
UCIIONIb30BAHNSL  CPEJICTB ~ aBTOMATH3ALlMH, YCTAHOBJIEHHBIE HOPMAaTHUBHBIMH
TIPaBOBBIMH aKTaMH (e/IepallbHBIX OPraHOB MCIOMHUTENLHOM BJIACTH, OPraHOB
UCIIONHUTENIEHON  BIIAaCTH  CyOBeKTOB Poccmiickoi Qenepanumn, a Take
JIOKAJILHRIMH TIPABOBBIMM aKTaMH OPraHM3aIliH, TOJDKHEI IIPUMEHATHCS C y4eToM
TpeGOBaHUIA TIIaBHI 5.

OcobenHocTH opranuzanum 00paGoTKH NepCOHATLHBIX JAHHBIX,
OCYIMECTBJISIEMOii Oe3 HCIOIb30BAHHASA CPEICTB ABTOMATH3AIHH

5.4. TlepcoHanbHble HaHHEBIE npu ux o0paboTke, OCyIecTBiIseMOd 63
HCIIOJIE30BAHKSL  CPE/ICTB  aBTOMATHM3ALMHM, IOJKHBI 06GOCOGNATHCS OT HHOMN
MH(OPMAIMK, B YaCTHOCTH IIyTeM (uKcannu UX Ha OTIETBHBIX MaTepuabHbIX
HOCHTCJIIX  NIEpCOHANBHBIX JIAHHBIX (Halee — MaTephalbHBIE HOCUTENH), B
CHCHHATBPHBIX pas/iesiax WK Ha osX Gpopm (61aHKOB).

5.5. Tlpu dukcanmu nepcoHanbHBIX JAHHBIX HA MaTepHaIbHBIX HOCUTEIISIX
HE JOMyCKaeTCs (UKCalHs Ha OXHOM MATEPHUAIBHOM HOCHTEIe IEPCOHATBHBIX
AQHHBIX, IIeJId 0OpabOTKH KOTOPBIX 3aBEIOMO HE COBMECTHMEL Jliist o6paborku
PA3TMIHBIX  KaTETOPUH  MEPCOHANBHBIX  J@HHBIX, OCYIIECTBISEMOH  6e3
HCHOIE30BAHHS CPEICTB aBTOMATH3ALMH, /IS KaX/(0M KaTerOpHH HepCOHabHBIX
AQHHBIX TOJDKEH MCIOJIb30BaThCs OTACNBHBIN MATEPUATBHBIN HOCHTED.

5.6. Jluua, ocymecTBisiomme o6paGoTKy NIEPCOHANIBHBIX JaHHBIX 6e3
HCTIOJIP30BAHMA CPE/ICTB aBTOMATH3ALMK (B TOM YHCIIe COTPY/IHUKH OpraHH3aLiH-
OIICpaTopa HIM JIHIA, OCYIIECTBIIOIME TaKylo oGpabOTKy To Jiorosopy c
OIIePaToOpOM), JOIKHBI GBITH IPOMH(GOPMUPOBAHEI O bakre 06paboTku HMH
NICPCOHANBHBIX NAHHBIX, 00paboTKa KOTOPBIX OCYIIECTBISETCS oreparopom 0e3
VCHOJIE30BAHMS  CPE/ICTB  aBTOMAaTW3allUM,  KaTerOpHsX  0OpaGaThBAEMBIX
TNICPCOHATPHBIX TAHHBIX, @ TaKkKe 00 0COOEHHOCTSX W MPaBHJIAX OCYIIECTBICHUS
TaKod  00paGOTKH, yCTAHOBIEHHBIX HOPMATHBHBIME IPAaBOBBIMH ~ aKTaMu
(esepalbHBIX OPraHOB HCHONHUTENBHON BiACTH, OpPraHoB HUCIIOJHUTEIBHOM
BJIaCTH CyObekToB Poccmiickoii ®eneparuu, a Takke JOKAIbHBIMU IIPaBOBBIMH
aKTaM{ OpraHU3aluH (IIPU UX HAJTWYUHK).

5.7. Ilpu HCHONB30BAHHM TUIOBEIX  (opM JOKyMEHTOB, ~XapakTep
MHQOPMAIMA B KOTOPBIX NPEANOJAraeT MM JIOIYCKAeT BKJIIOYEHHE B HHX
NCPCOHANBHBIX JNAHHBIX (Jalee — THIOBas (OpMa), JODKHBI COGIIOATHCS
CIIEIYIOIUE YCITOBHSL:
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a)

6)

3.8,

THIOBAs (OpMa WM CBS3aHHEIE C Hei JOKYMEHTBI (MHCTPYKIMS 110 ee
SalIOTHEHMIO, KapTOYKH, PEECTPl M HKyPHAIBI) OJKHBI COJEPIKATh
CBEJICHHS O 1eJH 00paboTKM MepCOHANBHBIX IAHHBIX, OCYIIECTBIAEMOT
0e3 MCTONB30BaHUs CPenCTB aBTOMATH3allii, UMs (HaHMEHOBAaHKE) M
azpec omeparopa, (aMHIMIO, UMS, OTYECTBO U azpec cyObekra
IEPCOHANBHBIX IAHHBIX, HCTOYHHK MOJYYEHHs! IIEPCOHANBHBIX JAHHbIX,
CPOKH 00paGOTKM NepCOHANBHBIX JaHHBIX, IepeyYeHb JeHCTBHH C
TICPCOHAIPHRIMU TaHHBIMH, KOTOpbIe GyTyT COBEpIIAThCS B MpoIecce
ux 00paboTKH, 0bllee onucanue UCTIONB3YyEeMBIX OIIEPATOPOM CIIOCOOOB
00pabOTKH NePCOHANBHBIX JAHHbIX;

TUIOBas. (popMa NOIDKHA IpeTycMaTpHBaTh MONe, B KOTOPOM CYOBEKT
IIEPCOHANIBHBIX JIAHHBIX MOXKET ITOCTABHUTH OTMETKY O CBOEM COIJIACHH
Ha 00pabOTKy IIepCOHANBHBIX JAHHBIX, OCyIIECTBIIsIEMyI0  Ge3
WCIIONIE30BAHMSL  CPEACTB aBTOMATH3ALMH, - IIPH HEOOXOXUMOCTH
TIOTydCHMS. TIMCBMEHHOIO COIVIaCHs Ha 00paGOTKY MepCOHATBHBIX
JIaHHBIX;

TUIOBas (opMa MOKHA OBITH COCTABIEHA TAKUM obpa3oM, YTOOKI
KKl M3 CyOBEKTOB NEPCOHAIBHBIX JAHHBIX, COAEPIKANUXCS B
JOKyMEHTE,  HMeJI  BO3MOXHOCTH  O3HAKOMHTBECS CO  CBOUMH
TNICPCOHANBHBIMU AHHBIMH, COAEPKAIMMHUCS B IOKyMEHTE, He HapyLas
TIpaB ¥ 3aKOHHBIX HHTEPECOB UHBIX CyOBEKTOB EPCOHANBHBIX JAHHBIX;

THITIOBast Q)opMa AO0JIDKHAa HUCKIIX0YaTh O6’I>€I[I/IHCHI/IC IOJIEH,
IpeaHa3HA4YE€HHBIX IS BHECEHUS IIEpCOHATIBHBIX  JAHHBIX, IICJIH
06pa6OTKI/I KOTOPBIX 3aBE€JOMO HE COBMECTHUMEI.

Ilpn  BemeHmm  KypHAIOB  (peecTpoB,  KHHT), coJiepKaIuX

IIEPCOHAJIbHBIC TaHHEIE, HCOGXO,III/IMBIC AJIT OJHOKPATHOIO IIPOITyCcKa C}’6’I>CKTa
IIEpCOHANIBHBIX JTaHHBIX HA TEPPUTOPHIO, HA KOTOpOfI HaXOIHUTCs OIlepaTop, UM B
HHBIX aHAJIOTUYHBIX LEJISIX, JOJKHEI CO6.HIOI(3TBC$I CIICAYIOIIHE YyCIIOBUS:

a)

6)

HEOOXO/IMMOCTh BEJICHUS TAaKOTO XypHANa (peecTpa, KHULH) JOJKHA
OBITH MPE/lyCMOTPEHa aKTOM OIEPATOPA, COAEPIKALIUM CBEIEHHUS O TeIH
00paloTKH  HEepCOHANBHBIX  JaHHBIX, OCyIIEeCTBIsieMO  0e3
UCIIOJIb30BAHMs CPE/ICTB aBTOMATH3AIlUH, CIIOCOObI (DMKCALMU U COCTAB
MH(OpPMALKH, 3aNpaIIHBaeMONl Y CYOHEKTOB NEPCOHANBHBIX NAHHBIX,
nepedeHs JiHl| (MOMMEHHO W TO JOJDKHOCTSM), MMEIONUX JOCTYII K
MaTepuallbHBIM ~ HOCHUTENIIM M OTBETCTBEHHBIX 33 BEJEHHE W
COXPaHHOCTb ~ KypHama (peecTpa, KHHIH), CpPOKH 06paboTKH
[IPCOHANBHBIX JIAHHBIX, a TAKKe CBENCHHS O IOpsAJAKE MpOIycKa
CyObeKTa TNepCOHANBHBIX NAHHBIX HA TEPPUTOPHIO, HA KOTOpOM
HaXOJIUTCA OIepaTop, Ge3 MOATBEPKACHHS IOUIMHHOCTH T1ePCOHATBHBIX
JQHHBIX, COOOIIEHHBIX CyOBEKTOM MEPCOHATBHBIX JAHHBIX;

KONMPOBAaHKE COZCPXKAIICHCS B TaKMX JKypHalax (peecTpax, KHMIax)
I/IH(I)OpMaIII/IH HE JIOIMYCKAaeTCs;
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B) INEPCOHAIBHBIE JAHHBIE KaX/J0ro CyOBEKTa NEpCOHAIBHBIX JaHHBIX
MOTYT 3aHOCHTBCSI B TaKO# JKypHas (KHHTY, peecTp) He Ooiee OZHOTO
pasa B KaXJIOM ciydae IpoITycka cyObeKTa MepcOHANBHBIX JaHHBIX Ha
TEPPUTOPHUIO, HA KOTOPOH HAXOIUTCS OTIEPATOP.

5.9. Ilpum HecoBMECTHMMOCTH Ieiied 00pabOTKM NEpPCOHAIBHBIX HAHHBIX,
3a()UKCUPOBAHHBIX HA OJHOM MaTepHalbHOM HOCHTENe, €ClId MaTepHUalbHbIA
HOCHUTEJIb HE II03BOJSIET OCYHIECTBIATH O00paboTKy NEepCOHANBHBIX JaHHBIX
OTHENBHO OT JPYTWX 3apUKCHPOBAHHBIX Ha TOM JK€ HOCUTENEe MEePCOHAIBHBIX
JIaHHBIX, JOJDKHBI OBITH MPUHSTHI MEPHI IO 00ECIIEYEHHIO Pa3IeIbHON 00paboTKH
NePCOHAIBHBIX JIAHHBIX, B YACTHOCTH:

a) TmpH  HEOOXOJUMOCTH  HCIIOJIE30BaHHUS WM  PacIpOCTPaHEHMs
OIIpeJIeNIEHHBIX IIePCOHANIBHBIX JAHHBIX OTAEIBHO OT HAXOJAINUXCS Ha
TOM JK€ MaTepHalbHOM HOCHTENe [pYIMX IIE€pCOHAIBHBIX JaHHBIX
OCYIIECTBISIETCSl KOIMPOBAaHUE II€PCOHAIBHBIX JaHHBIX, IOJUIEKAIIUX
pPacrpoCTPaHEHUIO WM HCIOJIB30BAaHHUIO, CIIOCOOOM, HCKIIHOYaIOIIMM
OJIHOBPEMEHHOE KOIIMPOBAaHUE MEPCOHANBHBIX JaHHBIX, HE ITOJIEKAIINX
pacnpoCTpaHEHHIO 17§ HCII0JIb30BaHUIO, u HCIIOJIB3YETCs
(pacmpocTtpaHsieTcst) KONus IePCOHATBHBIX JaHHBIX;

6) mpu HEOOXOAMMOCTH YHHYTOXCHHS WIH OJOKHPOBAHHA YacTH
[EPCOHANIBHBIX ~ JAHHBIX  yHUYTOXAaercs  MIM  OJIOKHpyeTcs
MaTepHalbHBIi  HOCUTENb C  IPEABAPUTEIBHBIM  KOIHPOBAHHEM
CBEJEHW, HE TMOJIEKANNX YHAYTOKEHHIO WM OJOKHPOBAHMIO,

crocooom, VCKITFOYAFOII[IM OJTHOBPEMEHHOE KOITMPOBaHHE
NEepCOHANBHBIX  JAHHBIX,  [OUISKAINHX  YHHYTOXKEHHIO  HIIH
OJIOKUPOBAHUIO.

5.10. YHuuTOXEHHME WM O0e3IMYMBAHME YacTH IEPCOHAIBHBIX JaHHBIX,
€CIM 3TO JIOMyCKAeTCsl MaTepUalbHBIM HOCHTENIEM, MOXKET IPOM3BOJUTECS
C110co60M, HCKITFOYAIONIHM JJAJIbHEHIYI0 00paboTKy 3TUX NEPCOHANBHBIX JaHHBIX
C COXpaHEHHEM BO3MOXKHOCTH OOpabOTKH HHBIX JAHHBIX, 3a(UKCHPOBAHHBIX Ha
MaTepualibHOM HocuTele (ylaneHue, BeIMapblBaHUe).

5.11. TlpaBuia, nmpegycMmoTpeHHble mm. 5.9-5.10, npuMeHSIOTCS TakkKe B
ciyyae, eclii  HeoOXomuMo  O0ECHeuuTh  pa3felbHYIO 00paboTKy
3a(MKCHPOBAHHBIX HA OJJHOM MaTepHAIbHOM HOCHUTEINIC NEePCOHAIBHBIX JAaHHBIX U
UH(OPMAIIUH, He SBJISIIOLIEHCS 1epCOHATBHBIMY JJAHHBIMH.

5.12. YTo4yHeHHE TIEepCOHAJIBHBIX JAHHBIX IIPU OCYIIECTBICHMH HX
o0paboTku Oe3 HCIONb30BaHMs CPEJCTB aBTOMATH3al[MM IPOU3BOJUTCSI IyTEM
OOHOBJICHHSI WJIM M3MEHEHMsI JaHHBIX Ha MaTepHaJlbHOM HOCHUTEJE, & €CIIA 9TO He
JIOIYCKAETCS TEXHUYECKUMHU OCOOEHHOCTSMHU MaTepHalbHOIO HOCHUTENS, - IIyTeM
GuKcanuy Ha TOM )K€ MaTepUaJbHOM HOCHUTENIE CBEJICHMH O BHOCHMBIX B HHX
U3MEHEHUSX JMOO ITyTeM H3rOTOBJIEHUS HOBOI'O MAaTe€pHalIbHOTO HOCHUTENS C
YTOYHEHHBIMU NIEPCOHAIBHBIMU JAHHLIMH.
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MepsI 1o o6ecnieyennio Ge30nacHOCTH NEPCOHATHHBIX AAHHBIX pH uX
00paboTKe, ocymecTBIsIeMOii Ge3 HCTONB30BAHHS CPECTB ABTOMATH3ALIH

5.13. ObpaboTka  TEPCOHAIBHBIX JlaHHBIX,  OCYyLIeCTBIgeMas  0Oe3
UCTIOJIE30BaHUsA  CPEACTB ABTOMATHM3allMM, JOJDKHA OCYIIECTBISTHCS TAKHM
00pazoM, YTOOHI B OTHOIIEHUH KA IO KaTerOpUU IIePCOHANTBHBIX JaHHBIX MOYXHO
OBUTO ONpeNeNuTs MecTa XpaHeHWUs NEePCOHANBHEIX JIAHHBIX (MaTepHaIbHBIX
HOCUTEJIE) M YCTAaHOBHTH IEpedeHb JIHII, OCYIIECTBIIAIOIMX 00paboTKy
IICPCOHANIBHBIX NaHHBIX JTU0O0 UMEIOIIUX K HUM JOCTYII.

5.14. Heobxonumo obecrneynBath paszieibHOE XpaHEHUE IEePCOHATBHBIX
JIAHHBIX (MaTepHaTbHEIX HOCHTeNeH), 06paboTka KOTOPBIX OCYIIECTBISETCS B
Pa3IUYHBIX LEJIIX.

5.15. Ilpu XpaHeHHMM MaTepHallbHBIX HOCHTeNeil JOJDKHBI COOIIONATHCS
YCIOBHS, — O0OECIEeYMBAIOIINE  COXPAHHOCTh  HEpPCOHANBHBIX  [AHHBIX W
UCKIIOYAIOINEe  HECAaHKIMOHMPOBAHHBIM K HuM poctynm. [lepeuens wmep,
HEOOXOMMBIX JUTsl 06eCTIeYeH sl TaKUX YCIIOBHH, TIOPSIIOK MX MPHUHSTHS, a TAKKe
IIEPEYEHb JIMLI, OTBETCTBEHHBIX 3a PeaU3al{I0 YKa3aHHBIX Mep, yCTaHABIHBAIOTCS
OIIEPaTOPOM.

6.  TpeGoBanusi K MaTePHAJLHBIM  HOCHTEJIAM  GHOMETPHYECKHX
NEepCOHATBHBIX AAHHBIX H TEXHOJOTHSM XPaHEHHs] TAKHX JAHHBIX BHe
MH(OPMANHOHHBIX CHCTEM NEePCOHATLHBIX AAHHBIX

6.1. Hacrosmme TpeGOBaHWS NPUMEHSIOTCS TIPH  HCIOJNB30BAHHUH
MaTepUalbHbIX HOCUTENICH, Ha KOTOPhIE OCYIIECTBISIETCS 3aIMCh GUOMETPUYECKIX
IEPCOHANBHBIX JIAHHBIX, a TAK)Ke [PU XPaHEHUH GUOMETPHYECKHUX [EPCOHATHHBIX
JlaHHBIX BHE HH()OPMALMOHHBIX CHCTEM NEPCOHATBHBIX JAHHBIX.

6.2. B mHacTosmmX TpeOOBaHMSX TMOJ MATEPUANLHBIM  HOCHTEIEM
TIOHMMAETCsI MAIIMHOYUTAEMBIH HOCUTENh HH(pOpMaIuu (B TOM YUCIIe MAaTHUTHEIA
M 9JIEKTPOHHBIN), HA KOTOPOM OCYIIECTBISIOTCS 3alUCh M XPaHEHHE CBEIEHHIL,
XapaKTepU3youX (GU3MONIOruyeckne OCOOEHHOCTH 4YelloBeKAa M Ha OCHOBE
KOTOPBIX MOXXHO YCTAaHOBUTH €I'0 JIUYHOCTH (naﬂee == MaTepHaHBHLIﬁ HOCI/ITCJ‘IL).

6.3. Hacrosume TpeGoBaHHS He paCHpOCTPAHAIOTCS HA OTHOIIEHWS,
BO3HMKAIOIIME IIPU UCIIOJIB30BAHUY:

B) OIEpaTopoM MH(OPMAIMOHHO CHCTEMBI IEPCOHANBHBIX JAHHBIX (Jaee
— oleparop) MaTepuHanbHEIX  HOCHTENEW Ul  OpraHM3alldu
(yHKIMOHMpPOBaHUS ~ MH)OPMALMOHHOW  CHUCTEMBI  HEPCOHAIbHBIX
JTAaHHBIX, OIIEPaTOPOM KOTOPO# OH SIBJISIETCS

r) OyMaxHBIX HOCHTeNeH JUIi 3alliCH ¥ XpaHEHHS OHOMETPHYECKHX
NepCOHATBHBIX JJAaHHBIX.

6.4. MarepHanbHBIi HOCUTEIb JOJKEH 00€CIIeYHBATh:

a) 3allUTy OT HECAHKIMOHMPOBAHHOW IIOBTOPHOM H JOMOJHUTENBHOMN
3alMCH  MHpOpMAaLMK I0CNe ee H3BIeYEeHUs U3 WMHPOPMALMOHHOM
CHCTEMBI IIEPCOHANIBHBIX TAHHBIX;
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0) BO3MOXXHOCTBH JIOCTYIlda K 3allCAHHBIM Ha MaTepHAalbHBI HOCHTEIb
OMOMETpPUYECKMM  TIePCOHANBHBIM  JaHHBIM,  OCYILECTBISIEMOIO
OIepaTopoM M JIMI[AMH, YIOIHOMOYEHHBIMA B COOTBETCTBHM C
3aKOHOJaTeNbeTBOM — Poccuiickoit  ®@eneparuu  Ha  pabory ¢
GroMeTpHYeCKUMU IepCOHATLHBIMU JTAaHHBIMU (manee -
YIIOJIHOMOYEHHBIE JINIIA);

B) BO3MOXHOCTH I/II[CHTI/I(i)I/IKaLH/II/I HH(bOpMaHHOHHOﬁ CHUCTEMBI
NNCPCOHAJIBHBIX JaHHBIX, B KOTOPYIO OpuIa OCYIIECTBJICHA 3aIliCh
6I/IOMeTpI/I‘:IeCKI/IX IIEPCOHAJIBHBIX  JaHHBIX, a TaKXXe oIleparopa,
OCYIIECTBUBIIETO TAKYIO 3aITUCh;

I) HEBO3MOXHOCTh HECAHKIIMOHMPOBAHHOI'O JOCTyNa K OMOMETpHYECKHM
[ePCOHATIBHBIM JIaHHBIM, COJIPIKAIMCSI Ha MaTepHaIbHOM HOCUTEJIE.

6.5. OmepaTop yTBepX/IaeT MOPsIOK Nepeiauy MaTepHalbHbIX HOCUTElIeH
YIIOJTHOMOYECHHBIM JIHLIAM.

6.6. MaTepI/Ia.HI:HHﬁ HOCHTEJb OOJDKEH MCIIOJIB30BAThECSA B TECUEHUE CpOKa,
YCTAaHOBJICHHOI'O  OII€PAaTOpoOM, OCYIICCTBUBIIMM  3aIllMCh 6I/IOMeTpH'-IeCKI/IX
NEPCOHAJIBHBIX MaHHBIX Ha MaTepHaHLHBII;'I HOCHUTECJIb, HO HC Ooiee CpoKka
OKCILTyaTalluy, YCTAHOBJICHHOI'O U3rOTOBUTEIEM MaTEPUAIbHOI'O HOCUTECIIA.

6.7. Tun MarepualbHOTO HOCHTENs, KOTOPHIM OyJeT HCIOIb30BaH Ui
00paboTku OMOMETPHYECKUX IEPCOHANBHBIX JaHHBIX, ONpPENeNsIeT OonepaTop, 3a
UCKIIFOYEHHEM CIIydaeB, KOIrJla HOPMATUBHBIMH IIPaBOBBIMU akTaMu Poccuiickoin
Oenepanuu MpeAInIucaHo HCIIOJIb30BAHKE MaTepUaJbHOIO0  HOCHTENS
OIIpe/ICIEHHOTO THIIA.

6.8. Omnepatop 00s3aH:

a) OCYIIECTBISITH ydeT KOJIMYECTBA  OSK3EMIUISIPOB  MaTepHabHbIX
HOCHTEIICH;

6) OCYLIECTBIATH MPUCBOCHHE MAaTEPUABHOMY HOCHTENIO YHHKAJIBHOTO
UIEHTH(QHUKAIIMOHHOTO HOMEpa, IO3BOJISIONIEr0 TOYHO OIPEAEIHUThH
oreparopa, OCYyLIeCTBUBIIEro 3aluch OHOMETPUYECKHX IIEPCOHATBHBIX
JIAHHBIX Ha MaTepHAIBHBI HOCUTEb.

6.9. TexXHOJOrHH XpaHEHHsI OMOMETPUIECKHX NEPCOHAIBHBIX JaHHBIX BHE
HH(OPMAIIHOHHBIX CHCTEM IEPCOHATBHBIX JAHHBIX MOJDKHBI 00€CTeInBaTh!

a) Joctyn K HHQOpMAalHHu, COojiepKalleics Ha MaTepHalbHOM HOCHTEle,
JUISL YIIOTHOMOYEHHBIX JIHII;

0) NpUMEHEHHE CpPEeJICTB JJIEKTPOHHOW NM(POBOM IOANMCH WM HHBIX
uH(GOPMALIMOHHBIX TEXHOJIOTHH, TTO3BOJIAIONNX COXPAHUTD LIEJIOCTHOCTD
Y HEM3MEHHOCTH OHMOMETPHUECKUX NEePCOHANBHBIX JaHHBIX, 3aITHCAHHbIX
Ha MaTepUalIbHBIA HOCUTEIb;

B) NpPOBEPKY HAJIMYHs MHCHMEHHOIO COINIacHs CyOBEKTa IepPCOHAIBHBIX
JAHHBIX Ha 00paboTKy ero OMOMETPUYECKHX IE€PCOHAIbHBIX JaHHBIX
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WM HAIWYUs HMHBIX OCHOBaHHH OOpabOTKM IEPCOHANBHBIX JaHHBIX,
YCTAHOBIEGHHBIX 3aKOHOIaTeNscTBOM Poccuiickoii Mejepaimn B cdepe
OTHOIIIEHNH, CBA3aHHBIX ¢ 00pabOTKOM NepcoHaIbHBIX TAaHHBIX.

6.10. B cioyuae ecim Ha MarepualbHOM — HOCHUTENE  CONEPXKHTCS
JIOTIONTHUTENbHAS ~ MH(pOpPMAIMs, HMeIomas OTHOLIEHWe K  3aliCaHHbIM
GUOMETPHYECKIM TTEPCOHATBHBIM JaHHBIM, TO Takas MH(pOpMaIys AOJDKHA OBITH
IOAIIMCAHA 3JIEKTPOHHOM LM(POBOH MOJIHCHIO M (WIIM) 3allUIleHa WHBIMU
MHPOPMALMOHHBIME TEXHOJIOTHSIMHU, MO3BOJISIOIMMI COXPAHUTH LENOCTHOCTD U
HEM3MEHHOCTh MH(OpPMAIIMH, 3aHCAHHON Ha MaTepHalbHbI HOCUTEIb.

Vcnionp30BaHue MHPPOBANBHBIX (KPUNTOrpadHIECcKnX) CPE/CTB 3allUThI
HH(OPMAIIMM OCYIIECTBIISIETCS B COOTBETCTBHIM C 3aKOHO/IATENLCTBOM PoccHiicKoi
Oenepalyu.

6.11. Ilpu xpaHeHHHM OHMOMETPMYECKUX IIEPCOHANBHBIX JTaHHBIX BHE
MH(QOPMAIMOHHBIX CHCTEM IePCOHANBHBIX JAHHBIX JIOJDKHA 00eCIeunBaThCA
peructpanus (AKTOB HECAHKIMOHHPOBAHHOW IIOBTOPHOH U JIOTIOJTHUTEJILHOU
3amucH MHPOPMALMK [OCNe ee W3BIEeYeHMs U3 MH()OPMALMOHHOH CHCTEMBI
[ePCOHATBHBIX JTaHHBIX.

6.12. OmepaTop BIpaBe YCTAHOBHTH He HPOTHBOpeYalue TpeOOBAHUIM
3akoHojarenscTBa Poccuiickoit @Dejiepalliu  JIOTIOJIHUTENbHBIE TPeOOBaHHS K
TEXHOJIOTMSIM  XpaHeHHs OHOMETPHYECKHX IEPCOHAIBHBIX  JaHHBIX  BHE
MH(POPMALMOHHBIX CHCTEM IePCOHANBHBIX JIaHHBIX B 3aBHCHMOCTH OT METOJOB U
CII0COGOB 3aIUTH GMOMETPUYECKUX MEPCOHAIBHBIX JaHHBIX B HHPOPMAIHOHHBIX
cHCTeMax MepCOHANIBHBIX JaHHBIX 9TOT0 OIepaTopa.

7.  TpeGoBaHHus 0 OPraHU3AUMH 1 ofecnedeHnIo 6e30nacHocTH 06paboTKH
¢ HCHOJB30BAHHEM MH(PPOBAILHBIX (KpHOTOrpaduYecKux) cpeacrs
NepPCOHATbHBIX JAHHBIX

7.1. BesomacHOCTh 00pabOTKH MEPCOHANIBHBIX JIAHHBIX ¢ MCIOJIB30BAaHUEM
KPHUIITOCPEICTB OPTaHM3YIOT M O0eCIeYMBarOT OIEpaTophbl, a TakKe JIHIa,
KOTOPHIM Ha OCHOBAHHH JIOTOBOPA OIEPATOp IOpydaeT oOpaboTKy MepCOHANBHEIX
JAHHBIX W (WIHM) JIMIA, KOTOPHIM HAa OCHOBaHMHM JIOTOBOpa OIEpaTop IopydaeT
OKa3aHHe YCIyr MO OpraHu3aluu U obecredeHmio GesormacHocTH 0OpaboTKH B
WHOOPMAIIMOHHONW  CHUCTEME IIEPCOHAIBHBIX JAHHBIX C  HCIIOJIb30BaHHEM
KPHUIITOCPEJICTB.

OGecrieuenrie 0e30MaCHOCTH IepCOHAJIBHBIX JAaHHBIX C HCIOJb30BaHHCM
KPHUITOCPEACTB AOJZKHO OCYIIECTBIIATHECSI B COOTBECTCTBHMU C:

1) Tpukazom ®CB Poccun ot 9 despans 2005 r. Ne 66 «O6 yTBepKIeHAN
ITosoxxeHus 0 pa3paboTKe, IPOU3BOACTBE, Pealln3alii M dKCIUTyaTaluu
IH(POBATBHBIX (KPUITOrPAQUIECKUX) CPEICTB 3aIUTHI HH(OPMALHID)
(TTonmoxenue ITK3-2005);

2) Tlocranosnenuem IlpasurenscTBa P® ot 29 mexabps 2007 r. Ne 957
«O0 yTBEpXKICHUM IOJIOKCHUH O JIMUEH3UPOBAHUU OTACIBHBIX BHIOB
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AESTENBHOCTH, CBSI3aHHBIX C IMH(POBAIBHBIMU (KPUITOrpapuIeCKIMH)
CpeICTBaMmY;

3) Meroau4eckuMu pPEKOMEHJAIMSIMU MO OOECIEUeHHIO C IIOMOIIBIO
KPHIITOCPENCTB  O€30IIaCHOCTH  NEePCOHANBHBIX JaHHBIX MNpPH HX
o0pabGoTke B MH(OPMAIMOHHBIX CHCTEMAX IEPCOHANBHBIX JAHHBIX C
HCIIOJIb30BaHUEM cpeAcTB aBToMatu3amuu (Ne 149/54-144, 2008 r. ®CBh
Poccun),

4) TunoBBIMHUTPeOOBAaHUSIMH 110  OpPraHW3alldl U 0OECHedeHHI0
(GyHKIHOHMPOBaHUS HIM(POBATBHEIX (KpUNTOrpahUIecKUx) CperCTB,
NpeIHasHAYEeHHBIX Ul 3allUThl HMHGOpMAIMH, HE CojepKaineit
CBEJICHUM, COCTABISIONMIMX TOCYJapCTBEHHYIO TaiHy B Cilydae uX
UCIIOJIb30Banusl Juld  obecredeHus: Oe30MacHOCTH MEPCOHAIBHBIX
JaHHBIX TpA HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMax
[I€PCOHAIBHBIX JaHHBIX

7.2.  OmepaTophl HECYT OTBETCTBEHHOCTh 3a COOTBETCTBHE IPOBOJHUMBIX
UMH MEPONPHSATHIA 110 OpraHu3alui U obecredeHmo 6e30IacHoCTH 00paboTKu ¢
MCIIOJIb30BAHUEM  KPHUIITOCPEJCTB IE€PCOHAIBHBIX JAHHBIX  JIMLEH3UOHHBIM
TpeOOBaHUAM H YCIOBHSIM, SKCIUTyaTallMOHHON M TEXHHYECKOW TOKYMEHTAlluH K
KPHIITOCPEICTBAM, a TaKkke HacToAmuM TpeboBaHusIM.

IIpu >TOM oOmEpPaTOpBl JOJDKHBI OOECIeYMBATh KOMIUIEKCHOCTH 3alIUTBI
NEPCOHANBHBIX  JAHHBIX, B TOM  4YHCIEe  IIOCPEJCTBOM  IPHUMEHEHHs
HEKPHITOTpA(QUIECKUX CPEJCTB 3aIHTHL.

7.3. Ilpu pa3paboTke W peanu3allid MEpPONPUATHHA IO OpPraHU3alUU H
obecrieueHuIo 0E30IIACHOCTH IEPCOHANBHBIX JaHHBIX P HX 00paboTKe B
UH(OPMAIIMOHHON CHCTEME OIepaTop WX YIOJHOMOYEHHOE OIIepaTOpOM JIHIIO
OCYIIECTBIIACT:

1) paspabotky Ui Kaxa0d WH(POPMAIMOHHOW CHCTEMbI IEPCOHATBHBIX
JAHHBIX MOJENIH yrpo3 Oe30IIaCHOCTH IEePCOHAIBHBIX JAHHBIX IIPU HX
ob6paboTke;

2) pa3paboTKy Ha OCHOBE MOJEIH Yrpo3 CHCTeMbl Oe30IIaCHOCTH
IIE€PCOHAJIbHBIX  JaHHBIX, OGCCHC‘IHBa}OH_[eI\;I Hel‘/'ITpam/Baumo BCEX
IIePEYHCIICHHBIX B MOJIENA yIPO3;

3) ompeneneHue HEOOXOAMMOCTH HCIIONB30BAHMS KPHIITOCPEACTB JUIS
obecrieueHuss O€30NIaCHOCTH IIEPCOHAIBHBIX JAHHBIX H, B Clydae
IIOJIOXKHUTEIIBHOTO PEIIeHUs], OIpeeieHre Ha OCHOBE MOJIENH Yrpo3
IIeJM  WCIONB30BAHUS KPHITOCPEJCTB JUISl 3aIlUTHl I[I€PCOHAIBHBIX
JTAHHBIX OT HEMNPABOMEPHOIO WM CIy4ailHOTO JOCTyma K HHM,
YHUUYTOXKEHUS, U3MEHEeHUS, OnoKHupoBaHus, KOITUPOBAHMS,
pacIpoOCTpaHEeHUs]  IIEPCOHANBHBIX  JaHHBIX W (MIM)  MHBIX
HeTpaBOMEPHBIX JeHcTBUI Tpy UX 00paboTke;
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4) yCTaHOBKY ¥ BBOJ B 3KCIULyaTall{0 KPUITOCPEJCTB B COOTBETCTBHH C
9KCILTyaTallHOHHOW U TEXHUYECKOH JJOKyMEHTAIME! K 3TUM CPe/ICTBaM;

5) HpoBepKy TOTOBHOCTH  KPHUITOCPEACTB K  HCIHOJNB30BAHHIO  C
COCTaBJICHUEM 3aKJIFOYEHHH O BO3MOKHOCTH HX KCILIyaTalliHy;

6) oOyueHue JHII, HCTIONB3YIONINX KPHIITOCPEICTBA, paboTe C HUMH;

7) MO9K3eMIUISIPHBIN yder HCIIOJIb3yEeMBIX KPHUIITOCPELCTB,
9KCILTyaTallHOHHOM M TEeXHMYECKOHW JTOKYMEHTAIlMH K HHUM, HOCHTENeH
IIEPCOHAJIBHBIX JJAHHBIX;

8) yder M, JONyIEHHBIX K pabore C  KPUITOCPEICTBAMH,
NpeJHa3sHaYeHHBIMU I obecredeHuss Ge30macHOCTH IePCOHANBHBIX
JaHHBIX B MH(OPMAIMOHHOM cucTeMe (IT0Ib30BaTel KPUIITOCPEICTB);

9) KOHTpOJNBL 3a COONIONECHHMEM YCIIOBHI HCIIOJNB30BAHUSA KPUIITOCPE/CTB,
IPEyCMOTPEHHBIX 9KCIUTYaTal[MOHHONW M TEXHUYIECKOW JOKyMeHTaIreil
K HUM;

10) pa3buparenscTBO M COCTaBIEHHE 3aKIIOYEHHN 1O (haKTam HapylIeHHs
YCJIOBHH XpaHEHHsI HOCHTENIEH NepCOHAIBHBIX JaHHbBIX, UCIIOIB30BAHHUS
KPUIITOCPEJCTB,  KOTOpBIE  MOTYyT  IIPHBECTH K  HapyUIICHHIO
KOHQHUIEHIIMAIBHOCTH  IIEPCOHANBHBIX  JAHHBIX WM JPYTUM
HapyIICHUSIM, IPUBOJAINMM K CHIDKEHHIO YPOBHS 3alllUIEHHOCTH
IIEPCOHATBHBIX  JIaHHBIX, pa3pabOTKy M  IPHHATHE Mep IO
IPEAOTBPALCHUAIO BO3MOXHBIX OIACHBIX ITOCJIEACTBUH IMOZOOHBIX
HapyILIECHUN;

11) ormcanye OpraHU3alMOHHBIX U TEXHHYECKHX Mep, KOTOpbIE OIepaTrop
o0s3yeTcsi ~ OCYHIECTBISATH  IpU  obecrieyeHUH  OE30MacCHOCTH
IIEPCOHANBHBIX JaHHBIX C HCIOJIB30BAaHUEM KPHUIITOCPEJICTB IIPH HX
00paboTke B MHYOPMALIMOHHBIX CUCTEMAaX, C YKa3aHHEM B YaCTHOCTH:

a) HMHACKCa, YCJIOBHOI'O HAWMMEHOBAHHS H PETUCTPAlUOHHBIX HOMEPOB
HUCTIOJIB3YEMBIX KPUIITOCPEIICTB,

0) COOTBETCTBHA Pa3MEINEHWs U MOHTaXa anmaparypsl i 000py0BaHHS,
BXOJSIIIEr0 B COCTaB KPHIITOCPEICTB, TPeOOBAHHUSIM HOPMATHBHOM
JIOKYMEHTAIUH U TpaBHJIaM MOJIb30BaHUSA KPUIITOCPEICTBAMH;

B) COOTBETCTBUSA HOMGLLICHHI’I, B KOTOPOM pPasMCIICHBI KPUIITOCPEACTBA U
XPaHUTCH KIIO4YeBass JOKYMEHTAUA K HUM, HACTOAIIHUM Tpe60BaHHSIM C
OMMCaHWEM OCHOBHBIX CPEJICTB 3aIlIMTHI,

I') BBIIIOJHEHUS TpeboBanuit K MaTepUaIbHBIM HOCUTEIISIM
OMOMETPHUYECKUX IEPCOHANBHBIX JAHHBIX W TEXHOJOTHSM XpaHEHHUS
TaKUX JJAHHBIX BHE HH(OPMAIMOHHBIX CUCTEM [TEPCOHAIBHBIX JAHHBIX.

Onmicanyie NPUHATBIX Mep IOJDKHO OBITH BKIIOYEHO B YBEJIOMIEHHE,
IPELyCMOTPEHHOE YacThio 1 crathu 22 DeepanbHoro 3akona «O mepcoHalbHBIX
JIAHHBIX).
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7.4. llonp30BaTeny KPHITOCPEICTB IOIYCKAIOTCS K paboTe ¢ HAMH IO
pelleHuIo, yTBEepXKJaeMoMy omepatopoM. Ilpm Hammumm 1Byx u  Gonee
TI0JIb30BATENIe  KPUIITOCPEJCTB OOS3aHHOCTH MEXIy HHMH JOJDKHBI OBITH
pacIpe/ie/ieHbl € Y4YeTOM IEpCOHAIbHONW OTBETCTBEHHOCTH 38 COXPaHHOCTh
KPUNITOCPE/ICTB, KIIFOYEBOH, SKCILTYyaTalMOHHOM U TEXHUYECKOM JOKYMEHTAI[HH, a
TaKXKe 3a MOpy4YeHHbIe yIaCTKH paboThlI.

7.5. Tlomp3oBaTeny KPUIITOCPEACTB OOS3aHBI:

® HE pasriiamarb I/IH(bOpMaIII/IIO, K KOTOpOﬁ OHU [JOIIYIIEHBI, B TOM
YHUCJIE CBENEHUS O KPUIITOCPEACTBAX, KIIIOUEBBIX JAOKYMEHTaX K HUM
H JPpYTHUX ME€pax 3allMThI,

cobmonaTh  TpeGoBaHWs K  OOECEYEHHI0  0e30MacHOCTH
NIEPCOHAJIBHBIX JaHHBIX, TPEOOBAaHUS K 00ECIIEYEeHHIO 6E30I1aCHOCTH
KPHUIITOCPEJICTB U KITIOUEBBIX JOKYMEHTOB K HUM;

CoO0MmATh O CTaBUIMX MM H3BECTHBIMHU MOIBITKAX MOCTOPOHHUX JIHI]
NOJNIYYUTh CBEJEHHs 00 MCIOIb3yeMBIX KpPHUIITOCPEACTBAX HIIH
KJTIOYEBBIX JIOKYMEHTaX K HUM;

® HEMC[UICHHO YBENOMJIATH oOmepatopa O ¢akrtax yTpaTbl WM
HE0CTa4YH KPUIITOCPEACTB, KIIFOUYEBhIX JOKYMEHTOB K HHM, KIIOYel
OT MOMEIIEHHH), XPAaHUIIHIL, JIMYHBIX [eYaTeil ¥ O Jpyrux (axrax,
KOTOpBIE MOIYT IpPUBECTH K pas3rfalleHHIo  3alMIaeMbIX
IIePCOHAJIBHBIX JIAHHBIX.

® CllaTh  KPHUIITOCPEZCTBA, OSKCIUIyaTAIMOHHYI0 M  TEXHHYECKYIO
JOKYMEHTAI[MIO K HHM, KIIOYEBBIE JIOKYMEHTHI B COOTBETCTBHH C
IOPSIIKOM, YCTAHOBJIEHHBIM HACTOALIMMHU TpeOoBaHUSIMH, IpU
YBOJIbHEHHH MM OTCTPAHEHUH OT MCIIOJIHeHUsI O0sS3aHHOCTEH,
CBSI3aHHBIX C MCIIOJIB30BAHUEM KPHIITOCPE/ICTB;

7.6. Obecneuenue (QyHKIHOHUPOBAHUSI M GE30MACHOCTH KPUIITOCPEICTB
BO3JIaraeTcss Ha OTBETCTBEHHOI'O ITOJIE30BATElNIsi KPUIITOCPEACTB, HMEIOIIETO
HEOOXOJMMBIH ypOBEHb KBalTU(DUKAI[MK, HA3HAYAEMOTO I[PUKA30M OIlepaTopa
(Z1amee — OTBETCTBEHHBIH MOJIB30BATEINb KPUIITOCPEICTB).

Jlommyckaercst  BO3NMOXKeHUWE (YHKIUM  OTBETCTBEHHOIO  I10JIB30BATENS
KPUITOCPECTB Ha:

® OJIHOTO U3 II0JIb30BaTelIeH KpPHUIITOCPEACTB;

® Ha CTPYKTYpHOE IOJpa3/ieJIeHHe WA  JOJDKHOCTHOE  JIMIIO
(paboTHHKA), OTBETCTBEHHBIX 3a oOecleyeHHe OE30IaCHOCTH
IIEPCOHANILHBIX JTaHHBIX, HA3HAUYaeMbIX OIIEPATOPOM;

® Ha  CHOELUalbHOE CTPYKTypHOE IIOApaslelieHHe II0  3allyTe
rocy/1apCTBeHHOMI TaiHBI, UCTIONB3YIOLIee JUISL 9TOrO
mudpoBaIbHEIE CPeCTBA.
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7.7. OTBETCTBEHHBIC IIOJBH30BATENIM KPUNTOCPEACTB JOJDKHBI HUMETh
(GyHKIHOHAIBHBIE 0053aHHOCTH, pa3pabOTaHHbIE B COOTBETCTBUH C HACTOSIIMMU
TpeGoBaHUAMU.

7.8. Ilpu ompeneneHun OOA3aHHOCTEH IOJIL30BATENST KPHUITOCPEACTB
HEeOoOXOJUMMO YUHUTHIBATh, YTO 0€30IacHOCTH OOpalGOTKM C HCIOJIB30BAaHUEM
KPUIITOCPEACTB IIEPCOHATIBHBIX JaHHBIX obecrieynBaeTcs:

L4 CO6J'IIO)ICHH€M ITI0JIB30BATCIISIMHU KPpUIITOCPEACTB
KOH(l)I/IIIeHI_II/IaJ'IBHOCTI/I Ipu oGpameHHn CO CBCICHHAMHU, KOTOPLIC
UM JOBEPCHBI WK CTaJld HM3BECTHBI IIO pa60Te, B TOM 4YHCJIE CO
CBCICHHUAMH O q)yHKHI/IOHI/IPOBaHHI/I U TIIOpsAJKe obecrieueHus
0€e30IMaCHOCTH MNPUMEHSIEMBIX KPHUIITOCPEACTB u KJIFOYEBBIX
JOKYMEHTax K HUM;

® TOYHBIM BBLIIIOJIHEHHUEM II0JIB30BATEIIIMU KPHUIITOCPEJICTB TpCﬁOBaHI/Iﬁ
K o0ecIieueHHIo 0e30IMacHOCTU IIEPCOHAJIBHBIX NaHHBIX;

e HA/CXKHBIM  XpaHEHHEM  OKCIUIyaTallHOHHOW M TEXHHYECKOH
JOKYMEHTAlMd K KPUITOCPEJACTBAM, KIIOYEBBIX JOKYMEHTOB,
HocuTenel nHGOPMALUK OTPAHHUEHHOTO PAaCIIPOCTPAHCHHIS,

e ob0ecrnieyeHuEM NPUHATBIX B COOTBETCTBHHU C TpeGOBaHI/IHMI/I K
MaTepHaJIbHbIM HOCHUTECIIAAM 6PIOMeTpI/IUIeCKI/IX IMEPCOHAIIBHBIX
JaHHBIX U  TEXHOJIOI'HAM XpaHCHUs TaKHuXx JaHHBIX BHC
I/IH(bOpMaLII/IOHHBIX CHUCTEM NEPCOHAJIBHBIX JTaHHBIX MEP.

® CBOEBPEMEHHBIM BBISIBICHHEM IIONBITOK MMOCTOPOHHHX JIUIL IIOJTYyYHTh
CBEJEHMSI O  3AllUIIAeMBIX  IIEPCOHANBHBIX  JaHHBIX, 00
UCIIOJBE3YEMBIX KPHITOCPEACTBAX WM KIFOYEBBIX JOKYMEHTaX K
HUM;

e HeMe/UICHHBIM [PUHATHEM Mep IO TNPeIyNpexIeHUIO pa3rialleHus
3aIUINAEMBIX IEPCOHAIBHBIX JAHHBIX, @ TaKKe BO3MOXHOM HX
yT€YKHM T[pU BBUIBICHHM (AKTOB yTpaThl HIH  HEIOCTadd
KPUIITOCPE/ICTB, KIIOYEBBIX JOKYMEHTOB K HHM, YAOCTOBEPECHHUH,
NPOIMYCKOB, KIIOYeH OT IOMELICHHH, XpaHHIUII, celioB
(MeTaunyecKuX mKadoB), TMYHBIX IeYaTeld U T.11.

7.9. Jluma, odopmisemble Ha paboTy B KadecTBe IIOJIb30BaTeNCH
(OTBETCTBEHHBIX IOJE30BaTeleil) KPHIITOCPECTB, JHOJDKHBL OBITh 03HAKOMIICHBI C
HacToAIUMU TpeboBaHMSAMH M JPYTHMHM JIOKyMEHTaMH, PerjaMeHTHPYIOIHUMU
opraHuzanui0 ¥ obecredeHne 6€30MaCHOCTH IEPCOHAIBHBIX IaHHBIX NPHU HX
00paboTke B HH(POPMAIMOHHBIX ~ CHCTEMaX, IO  PaclHCKy H  HECYyT
OTBETCTBEHHOCTh 3a HeCOOIoieHie UMU TpeOOBaHUM yKa3aHHBIX JTOKYMEHTOB B
COOTBETCTBMH C 3aKOHO/IaTeNIbcTBOM Poccuiickoi deepalii.

7.10. Texymuii KOHTpoNb 3a  Opramusanuedl u  obecnedeHneM
(GyHKIMOHUPOBAHUS KPUIITOCPEICTB BO3JIAracTCs Ha OrepaTopa U OTBETCTBCHHOTO
T10JI630BATEIS] KPUNITOCPEICTB B Ipe/IeNaX UX CIIy’KeOHBIX OJTHOMOYHH.
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7.11. KouTpons 3a opraHu3aluel, obecredeHrem (GYHKIIMOHUPOBaHHS H
6e30I1aCHOCTH KPMIITOCPE/CTB, TMpeIHA3HAYEHHBIX VI 3allUThl NEepCOHATBHBIX
JAHHBIX OpH HMX 00paGoTke B HH(POPMAIMOHHBIX CHCTEMax IepCOHATBHBIX
JIAHHBIX, OCYIIECTBISIETCS. B COOTBETCTBHHU C JCHUCTBYIOIIMM 3aKOHOJATEIECTBOM
Poccuiickoit @enepanuu.

7.12. B ciydae  HeOOXOAMMOCTM  B3aMMOJICUCTBHS  OIEPATOPOB
UH(POPMAIMOHHBIX CUCTEM IPH UCIOJIB30BAHUH KPUIITOCPEICTB AT obecrieyeHus
6e3omacHOCTH  0OpabOTKH  MEPCOHANBHBIX  JaHHBIX  JUIS  OpraHM3aliH
B3aUMOJICHCTBUS KPUIITOCPEACTB IO PEIIEHUIO OIepaToOpOB IEpCOHATBHBIX
JAHHBIX BBUIEJSETCS KOOPAMHUPYIONIHE OpraH, OTBETCTBEHHBIN 3a obecrieueHue
6e30MacHOCTH  IEPCOHANBHBIX  JAHHBIX, YKa3aHWs  KOTOpOTo  sIBJISIOTCA
00s13aTeIbHBIMHI JJIST BCEX I0JIb30BaTeNIell KpUITOCPECTB.
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8. PEKOMCH}IyeMble METOABI H CIHOCOOBI 3AMHTBIAJISA ﬂpOTHBOHeﬁCTBHﬂ

AKTyaJIbHbBIM YIpo3amM 0e30macHOCTH NepCoOHAIBbHBIX JAHHBIX

B uH(OpPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX AAHHBIX OBLIA BBHIABICHBI
aKTyaJbHbIE Yrpo3sl HHGOpPMaNUOHHOH Ge3omacHocTd. B Tabmuie 1 mpuseneHbt
peKOMeH/IyeMble METOJBl M CIIOCOOBI IPOTHUBOJEHCTBHS AKTYalbHBIM yIpo3aM
urpopMmaionHo 6e3omacHocTul I/1H.

Tabnuua 1
MeTozB!l H c1Ioco0bI IIPOTUBOAEHCTBHS aKTyallbHBIM yrpo3aM 0e3011aCHOCTH
UCIIuY upexxpeHust
Ne H MeponpHSTHS 10 CHHMKEHHIO BEPOSITHOCTH
AMMEHOBAaHHE YIPO3bI
yrposel yrpos
2 Du3nyecKne yrposbl
25 Henpeanamepennple AeHcTBHS
BHYTPEHHEr0 HApyIIHTeJIst
- BHEJJPEHHE y4eTa CheMHBIX HOCUTENEH 1
JKypHana ydeta ChbeMHBIX HOCHTENEH,
OrpaHHYeHHe UCTIOJIb30BAHMS HEYUTEHHBIX
251 HenpenHnaMmepeHHas yTpata HOCHTENEH CBHEMHBIX HOCHUTEJIEH;
UHpOpMALIMK U KIIFOUeH 10CTyna - OpraHM3aLys NaposbHOM 3aLIUTHI,
CBOEBPEMEHHAsI CMeHa TapoJieH, coboieHre
NPaBHJI UCTIONIB30BAHKS MapOJIel U KITIouei
JIOCTYIIa;
- Hezperue Ilopsika pe3epBHOrO KOMMPOBaHHUS U
BOCCTAaHOBJIEHHsT pabOTOCTIOCOOHOCTH,
H o COOJIIOICHNE TIPABHIT PE3EPBHOTO KOTMMPOBAHHUS U
enpeiHaMEePEHHbII BLIBOJI U3 CTPOS MITH .
252 H3MEHEHUE PENHMOB PABOTEL BOCCTaHOBJIEHHUS pabOTOCTIOCOOHOCTH 'fC,
ek ApeaEa WL T - OrpaHUyeHHe focTyna nonp3oBarenci K
Hactpoiikam TC, HHCTpYKTaX MOJIb30BaTeNIeH I10
npasuiam gocryna k I1[Jn u TC, a Tak xe o
JICHCTBUAX B HELUTATHBIX CHTYaLMsX;
3 Yrpo3pl HeCAHKIHOHHPOBAHHOI0
JocTyna
31 IIpeanamepennbie nelcTBHS
HAPYLIHTEJIsI
- BHEJIPEHHE yueTa CheMHbIX HOCUTENeH U
JKypHana y4yera CbeMHBIX HOCHTEJIEH,
OrpaHUYeHUE UCTIOIb30BAHMUS HEYUYTEHHBIX
CBHEMHBIX HOCUTEJIEH;
- OpraHu3alys NapoJIbHOM 3aLIUThI,
CBOEBPEMEHHAs CMEHa maposieH, cobmoaenme
TIpaBHJI MCTIOJIBE30BAHHs NApoJIeH U KioueH
JIOCTYTa;
3amyck onepanyuoHHON CUCTEMEBI C - KOHTPOJIb JEUCTBUM MONb30BATENS,
3.1.1 BHELIHEro (CMEHHOr0) HOCUTEIs TNIOMKJIIOUAEMBIX UM YCTPONCTB M HOCHTEJIEH;
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BHepenue Bpe1oHOCHBIX IIPOrpaMm

- MCTIOJIb30BaHKe CePTH(HULIMPOBAHHBIX CPEJCTB
3al0UThl OT BprCOB, CBOCBpeMeHHOC ux
0OHOBJIEHHE;

- BHEJJPEHHE YYeTa ChEMHBIX HOCUTENEN 1
XKypHana yuera ChbeMHBIX HOCHTENEH,
Ol'paHl/l"ICHHC HUCII0JIB30BaHUA HEYYTCHHBIX
CBEMHBIX HOCHTCHCﬁ;

HecaHKLHOHUPOBAHHOE KOITHPOBaHHE
uH(pOpPMALMH Ha BHELIHHE (CMEHHBIE)
HOCHTENH

- BHEJIPEHHE yueTa CheMHBIX HOCHTENEH U
JKypHana yueta CbeMHBIX HOCUTEIICH,
OrpaHUYeHHe UCTIONB30BAHHS HEYUYTEHHBIX
CHEMHBIX HOCHTEJICH;

- pasrpaHUyYeHHe AOCTYIIa NOJIb30BaTeNIeH K
KOH(HICHIHAIbHBIM AaHHBIM M MPUIIOKEHUAM,
BHezpeHue [losioxkeHus 0 pa3rpaHUYeHUHU 1paB
noctyna k oOpabareiBaembim [1/1H, HHCTpYKTax
riosib30BaTeneii no npasuiam goctyna k IT/In u
TC, a Tak ke 0 JeHCTBHAX B HELITATHBIX
CUTYaLMAX;

HecaHKIMOHHPOBaHHAs M1€YaTh
vH(pOpMaLuK, coaepariei
[IepCOHANIBHBIE JAHHBIE HA OyMajkHbIe
HOCHTEIH;

- pasrpaHUueHHe JOCTYyIIa MOoJIb30BaTeNeH K
KOH(GHICHHAIbHBIM IaHHBIM H NPHJIOKEHHAM,
BHenpenue [ToioxeH s o pa3rpaHUYeHUH 1paB
nocryna k obpabarsiBaembim [1/1H, HHCTpYKTaXK
noJip30BaTeneii no npasuiaam goctyna k I/{a u
TC, a Tak e 0 JeHCTBUAX B HEIITATHBIX
CUTYyaLUsIX;

- AaBTOMATHU3UPOBAHHBIH ANIEKTPOHHBIN y4eT
JIEMCTBHM MOB30BaTENCH;

3.2

Henpeanamepennspie geficTBHS
HAPYIIHTEs

321

HenpeHamepeHHBIH 3a1Tyck
BPEIOHOCHBIX MPOrPaMm

- UCTIOJIb30BaHUE CePTU(ULIMPOBAHHBIX CPELICTB
3aLUTHI OT BUPYCOB, CBOEBPEMEHHOE MX
0OHOBJIEHHE;

- BHEIPEHHE y4eTa ChEMHBIX HOCHTENEH U
JXKypHana ydera CbeMHBIX HOCHTENEH,
OrpaHUYeHHE HCIIONb30BAHMUS HEYUTEHHBIX
CHEMHBIX HOCHTENEH;

- 0O3HaKOMJICHHE TI0JIb30BaTeJIeH C NpaBUIAMH
pa6otel ¢ UCIIJIH 1 necTBUSAMH B HEIUTATHBIX
CHTYyaLHsX;

322

HenpegnamepeHHas MoIu(pUKaIis
(yHuutoxxeHue) MHGOpMALHU

- pasrpaHdYeHHe JOCTYNa Mojk30BaTesei K
KOH(pHACHIUATBHBIM JaHHBIM M MPHIIOKEHHUSM,
BHeiperne [1o0KeH s O pa3rpaHUYEHUH TIpaB
npoctyna k obpabareiBaembiM [1/IH, HHCTpyKTaXx
nosib3oBaTesiel o npasuiam goctyna k I1/[a u
TC, a Tak >xe 0 IeHCTBUSIX B HELUTATHBIX
CHUTYaLHAX;

- BHeziperue [Topsiaka pe3epBHOrO KOMMPOBaHHUA H
BOCCTaHOBJIEHHs PabOTOCIIOCOOHOCTH,
COOJIIO/IeHHE MPABHII PE3ePBHOI0 KOMUPOBAHUS U
BoccTaHoBJeHHs pabdorocniocodHoctH TC;

3.5

Yrposbl, peannzyemple ¢
HCIO/Ib30BAHHEM NPOTOKOJIOB
MeKCeTeBOro B3aHMOAeHCTBHS
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3:5.1

Vnanenusiii c6op uHdpopmarmu 06
OIEPALIMOHHOM crcTeMe («OTHeYaTKH»
MPOTOKOJIOB)

-BHEJpEHHE cepTUdHIMPOBaHHOro cpeacTsa MO.

Yrpo3s! nepconana

4.1

[IpenHamepeHHOE pasrialeHue
KOH(UAEeHIMATbHOM UH(OpMALIUK

- sHeapenue [onokenus 06 obecrieueHnH
nHbopMaLHOHHOH 6e30macHoCTH;

- 03HAKOMJIEHHE TIOJTb30BaTeNeH ¢ MpaBUIaMu
Ge3omnacHoi pabotel ¢ I1/IH, MHCTpYKTaX IO
JIEWCTBHMAM B HELUTATHBIX CUTALMAX, KOTOPBIE
MOT'YT BO3HUKHYTE BO BpeMs 06paboTku I1/TH,
JIOHECEHHE BEPOSATHBIX MOCIEICTBUI HHIUIEHTOB
Ub;

4.2

HenpenHamepeHHOE pasriialleHue
KOH(HIEHMAIBHOH HHPOpMALUH

- paeapenue [Tonoxxenus o6 obecneyeHun
UH(POPMALIMOHHON 6€30MacHOCTH;

- O3HAKOMJICHHE TOJIb30BAaTENEH C paBUIaMu
Ge3onacHoii pabotel ¢ I1J[H, MHCTpYKTaX MO
JIEMCTBUAM B HEIUTATHBIX CUTALUAX, KOTOPbIE
MOT'yT BO3HMKHYTB BO BpeMs 06paboTku I1/TH,
JIOHECEHHE BEPOSITHBIX MOC/Ie/ICTBHH HHIMIEHTOB
Ub;
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9. TpeGoannsi MO OPraHM3ANMOHHON 3aLIMTE NEPCOHAIBLHBIX AAHHBIX,
oOpabarpiBaeMbIX B HHGOPMANHOHHBIX CHCTEMaxX MePCOHAILHBIX
JAAHHBIX

Jlnst 2 PeKTHBHOrO MPOTHUBOAEHCTBHSI aKTyalbHBIM yrpo3aM 0e3011acHOCTH
I[IlH  HeoOXOAMMO  HCIIONB30BAaHHE  OpraHu3aluoHHOM  3ammrtel  [1/1H,
obpabarsiBaembix B UCIT/IH.

Huxe IIpUBEIEH IepeyeHb OpraHU3allMOHHO-PACIIOPSIAUTEIHLHOU
JIOKYMEHTAIIUH, HeOOXOIUMOMK MPUHSTHIO/pazpaboTKe:

Tabnuya 2
[lepeueHbh OCHOBHBIX OpPraHU3AIMOHHO-PACIIOPSIUTENLHBIX TOKYMEHTOB

1. Ilpuka3s o npoBeeHHH 00CIIeI0BaHMUS, B T.4. IPHIIOKEHHUSL:

e Tlopsmox onpenenenus ypoBHs 3anmménHocTa 1)1, mpu
obpabotke B UCIT/IH

2. Ilpukas 00 onpeeneHu KOHTPOIUPYEMOH 30HBI, B T.4. IIPUJIOKEHHE:

e TlonoxeHue 0 TOCTyIe COTPYIHUKOB U IIOCETUTENCH B pabouee U
Hepabouee BpeMsi B IOMEIICHHUs, B KOTOPBIX 00pabaThIBarOTCs
[1)1x

3. Ilpuka3 o6 onpeseneHuy ypoBHs 3auuiieHHocTy [1){1, B T.4. IpuUiIoxXeHus:

e AKT OmpefieieHusl YPOBHSI 3aIUIIEHHOCTH IEPCOHAIBHBIX TAHHBIX
pu ux obpadotke B UCIT/[x

e [lran mMeponpusTuii mo obecrneyenuro 6ezonacHoctu [1/1H,
obpabateBaembix B UCIT/H

4. TTpukas 06 obecnieuenun 6e3omacHoctd [1/[H, B T.4. IPUIIOKESHUS:
o Konueniws uHQOpMaIMOHHOM 6€3011acHOCTH
e JlonuTHKa HHPOPMALIMOHHON 0€30IMaCHOCTH
e [lonurtuka o6paborku u 3ammtel [T/1H

e [lonuruka obpaborku I1/[H Ge3 Hucmonb30BaHMs CPECTB
aBTOMAaTHU3ALUU

e [lonoxenue 06 obecrneuenuu d6e3omacHoctu [/

e [lonoxeHHe O MPUMEHHMOCTHU 0Aa30BBIX Mep 110 00ECIIEYEHUIO
6e3omnacuoctu [1)[H

e Ilepeuens UCIT/Ix
e [lepevens obImenocTyTHOM HHGOPMALIUK
e Ilepeuens 3aummaemsix [1/1H, o6padaTeiBaembix B MCII/IH

e [lepeueHs COTPYTHUKOB, JOIyLIEHHBIX K 00padoTke I1/{H
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Ilepedens MPUMEHSEMBIX CPEICTB 3AIUTHI HH(OPMALHH,
SKCILIYaTAlMOHHOMN ¥ TEXHUYECKOU JIOKYMEHTALH! K HUM

TloJoKeH e O pa3rpaHMUeHny IIPaB JOCTyNa K 00pabaTbiBaeMbIM
[T 8 UCIT/In

Martpuia gocTymna
Wncrpykuus nons3osatens VCIIx

[TonoskeHue o TmopsiaKe paboTHI C JEKTPOHHBIM )XYy pPHAJIOM
o6parennii mospzosateneit UCII/(u k o6padarsaeMbiM I1/1H

5. HpHKas 0 Ha3HAUEHHUH OTBETCTBEHHEBIX JIMII, B T.4. IIPUJIOKCHHUS:

Uncrpyknus anvmurrctparopa 6esonacroctu UCII/TH
Uuctpyxuust Axvuauctparopa UCIT/IH

PernaMeHT pe3epBHOIO KOMPOBAHUS X BOCCTAHOBJICHHUS
pa6orocnocobrocTu TC u IO, B/l u C3U B UCI1In

HCTPYKITUS TONB30BATeIs 110 00eCIIeYeHHI0 0e30I1acHOCTH
06paboTKH IEePCOHANBHBIX JAHHBIX, IPH BOSHUKHOBEHIH
BHEIITATHBIX CUTYallUi

[Topsok yuéra, XpaHeHus, O0paIle s X yHUITOKEHHS
gocurenei [11a B UCII/IH

I[Topsimok pearupoBaHysl Ha MPOBEJCHHUE IPOBEPKH
YIIOJTHOMOYEHHBIM OPraHoM II0 3aluTe npas cyobexros I1/IH

6. TTIpukasz 06 OpraHU3alMOHHO-TEXHUYECKIX MEPOIPHUATHSAX, B T. 4.
TPUIIOKEHHS:

Tpe6oBaHus 110 00ECTIEYCHHIO 3aIUTHI HHMOPMAIH
[TonoxeHue O MapOILHOM 3aIlUTe

ITonoxxenue 00 aHTUBUPYCHOM 3aiuTe

WHCTPYKIHSA TI0 UCIIONB30BAHMIO KOPIIOPATUBHOMN CETH
VHCTPYKIMS 110 HCIIOJIB30BAHHIO 3JIEKTPOHHOM MOYTHI
[TookeHue 110 UCIIOIb30BaHuIo ceTh MIHTepHeT

YacTHyIo Moziels yrpos GesonacHocty 111 npu ux o6paboTke B
HCII1n

7. Tpukas o B3auMozeiicTBuu ¢ cyobexramu I1J1H, B T.49. TIPUIIOKCHAS:

ITonoxenue 06 obpadoTke IT/{

8. IIpuka3 0 KOHTPOIBHBIX Mepax, B T.4. IPHIOKEHHS:

[li1aH BHYTPEHHUX MPOBEPOK COCTOSHHS 3aruThbl I1/1H

29




IInan MeponpusaTHii 10 KOHTPOJIIO IpoLeccoB 00paboTKU U
cocrostaus 3amuTel [1/{H, o6pabateiBaembix B ICTT/ 1

®opma XKypHana 03HaKOMIIEHHH C periaMeHTaMU 00ecIeueH s
6esonacuoctu IT/In Ipennpustus

®opma XKypHana yyera MEpONPUSITHI 10 00eCIIeYeHUI0
6e3omacuoctu [T/ [Tpeqnpustus

®opma XKypnana ydera ceeMusix Hocutenei I1/1n B UCII/In
[Ipennpusitus

®opwma XKypHana ydera ciydyaeB HapyIIeHHs peKAMA
0€e30MacHOCTH
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